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1. IEJTM OCBOEHMSI IMCLIATIJIMHBI (MO YJIST)

1.1

HGHBIO N3YYCHUSA NUCHUTIIINHBIL ABJISICTCA TCOPETUICCKAA U MPAKTUYCCKAS MOATOTOBKA CIICIUAINCTOB K ACATCIBHOCTH,
CBSI3aHHOM C KOMIIJICKCHBIM aHAJIHM30M BO3MOKHBIX yYrpo3 1 co3iaHuemM a,IleKBaTHOﬁ MOJCJIM HapyHIuTEeJId, MOCTaHOBKOM
KOHKPCTHBIX 3a1a4 3aJJaHHOM CTETEHHU CJI0XKHOCTH B paMKax MOACIH IJIA obecreucHus PIH(i)OpMaL[HOHHOfI 0€30IaCHOCTH
ABTOMATU3UPOBAHHBIX CUCTEM, a TAKKE COHeﬁCTBHe (l)yHI[aMeHTaJ'II/BaHI/II/I o6pasoBaH1/1;1 1 Pa3BUTHUIO CHCTEMHOT'O
MBIIIJICHUA.

1.2

3aﬂa‘-II/I JUCIHHUITIIINHBI

1.3

- U3y4eHHe OCHOBHBIX aCIIeKTOB 0OecreueHnsT HH(POpMAMOHHON Oe3011acCHOCTH T'OCy1apCTBa;

1.4

- UIBY4YCHHUEC MCTOIOJIOTMU CO3JaHUA CUCTEM 3alllUThI I/IH(bOpMaLH/II/I;

1.5

- U3y4eHHE IPOIIECCOB cOOpa, epeiaud U HAKOIUICHUST HH(pOpMAaLnH;

1.6

- U3y4YC€HUEC OCHOBHBIX 3JIECMEHTOB TCOPHUU KOMHLIOTepHOﬁ 6630HaCHOCTI/I;

1.7

- U3y4YCHUEC MAaTCMATUYECCKUX OCHOB MOHCHEﬁ 6630HaCHOCTI/I;

1.8

- U3y4YCHUEC BOIIPOCOB OLICHKH 3aIUIIIECHHOCTHU 1 obecrieueHust 0€30I1aCHOCTH KOMITBIOTEPHBIX CUCTEM.

2. MECTO JUCHHUTITUHBI (MOAYJIA) B CTPYKTYPE OBPA3OBATEJIBHOU ITPOI'PAMMBI

Hukn (paznen) OIT: | b1.0

21

TpeGoBaHUsA K NpeIBAPUTEIbHOIl MOATOTOBKE 00yYaIOIIErocs:

2.2

Jucuunanabl (MOIYJIN) M MPAKTUKHA, 1J15 KOTOPHIX OCBOeHHE TAHHON THCHUTIIHHBI (MOAYJIS1) HEOOXOIHMO KaK
npealecTByonee:

3. KOMIIETEHIIUA OBYYAIOIIEI'OCs, ®OPMUPYEMBIE B PE3YJIBTATE OCBOEHUA JUCHUIIJIMHBI

(MOYJIST)

OIIK-1: CnocodeH oueHMBATH pPoJib HHGOPMALMHU, HHPOPMALMOHHBIX TeXHOI0rUii 1 HH(pOpPMaLMOHHOI 0e301acHOCTH B
COBPEMEHHOM 001IeCTBe, UX 3HA4YeHHe 115 o0ecneyeHHsl 00beKTHBHBIX NIOTPEOHOCTEl JIMYHOCTH, 00111eCTBA M IOCYAapcTBa

3HaThb:

VYpoBeHb 1 | cymHOCTS B IOHSATHE HHDOpMAIHK, HHHOPMAIIMOHHON OS30ITaCHOCTH 1 XapaKTePUCTHUKY €€ COCTABIISIONINX;

MECTO U poJib HH(HOpMAIMOHHON O€30MacHOCTH B CHCTEMe HaIlMOHAIBHOM Oe3omacHocTH Poccuiickoit denepanumy,
OCHOBBI TOCYAapPCTBEHHOM HH(OPMALMOHHOMN MOJIUTHKH;

VYpoBeHb 2 | ICTOYHHKH U KITaCCH(HUKAIIMIO YIPO3 HHPOPMAIIMOHHOM Oe30IMacHOCTH;

OCHOBHBIE CPEJICTBA U CITOCOOBI 0becredeHnsT HHPOPMaMOHHON 0e30MaCHOCTH, IPHHIIHITEI IIOCTPOSHHUS CHCTEM
3aIIUTHI HHOPMAITIH;

VYpoBeHb 3 | OCHOBHBIE IOHATHSI, CBI3aHHBIE C 0OecIIeueHreM HHPOPMAHOHHON 0e301IaCHOCTH JINYHOCTH, OOIIECTBA U

rOCy/IapCTBa, MOHATUS HH(POPMAMOHHOIO IPOTUBOOOPCTBA, HHPOPMALMOHHON BOHHBI M ()OPMBI HX MPOSIBIICHHN B
COBPEMEHHOM MHPE;

YMmeTh:

ypOBeHB 1 K.TlaCCI/Iq)I/IHI/IpOBaTL 3alIuIacMyro I/IH(I)OpMaHI/HO 110 BUgaM TalHBI U CTEIICHAM KOH(bPI}IeHLII/IaHBHOCTH;

VYpoBeHb 2 | KiTaccu(UINUPOBATh U OLCHUBATH YIPO3BI HH(OPMAIIMOHHON Oe30IMacCHOCTH IS 00BeKTa HH(OPMATH3AIIH;

YPOBCHB 3 MPUMEHATH HOPMATUBHBIC ITPABOBBIC aKThl 1 HOPMATUBHBIC METOAUYCCKUEC JJOKYMCHTHI B o0acTu obecreueHHs

“H(POPMATMOHHOHN 0E30ITacHOCTH;

Baanernb:

VYpoBenb 1 | mpodeccCHOHATBHON TEPMUHOIIOTHEH B 00IaCcTH WHPOPMAITMOHHOHN 0€30MacHOCTH

VYpoBeHb 2 | OCHOBaMH sI3bIKA NTporpaMMupoBanus Python

YPOBCHB 3 OCHOBaMH MpOrpaMMHUpPOBAaHHs Ha A3bIKaX BBICOKOI'O YPOBHS

B pe3yibTaTte 0cBOeHUS TMCHMILIMHBI (MOYJIs1) 00yUaIOUIUiiCS 10/KeH

3.1

3HaTb:

3.1.1

CYIITHOCTh U MOHATHE HHPOPMALTUH, HHPOPMAIIHOHHOW 0E30MTaCHOCTH M XapaKTEPUCTHKY €€ COCTABIISIONIIX; MECTO U
poab nHGOPMAITMOHHOM 6e30MacHOCTH B CHUCTEME HallMOHANBHOW O6e3onacHocTH Poccuiickoit @enepaiium, OCHOBBI
rOCyIapCTBEHHOW HH(MOPMAIIMOHHOMN TOTUTHKH;

HCTOYHUKH U KIacCU(HUKALUIO YTpo3 HHPOPMAIIMOHHON O€30M1aCHOCTH; OCHOBHBIE CPEICTBA M CIIOCOOBI 00eCIeueHHS
nH(OPMALMOHHON 0e301aCHOCTH, PUHIMIIBI TOCTPOSHHUS CHCTEM 3allIUThl HH(OpMaLuy;

OCHOBHBIC TIOHSTHS, CBI3aHHbIE ¢ 0OeCIIeYeHneM HH(POPMAIIMOHHOM G€30M1acCHOCTH JINYHOCTH, OOIIECTBA U rOCYIapCTBa,
MIOHATHS HH(POPMAITMOHHOTO ITPOTHBOOOPCTBA, HHPOPMAIIMOHHOH BOWHBI M ()OPMBI HX MPOSIBICHUH B COBPEMEHHOM MHpE

3.2

Ymers:

3.2.1

KIaccu(HIUPOBATh ¥ OLICHUBATh YIPO3bl HH(POPMAIMOHHOH OE30IIacCHOCTH

3.3

Buaagern:

3.3.1

BIaZeHUs MPO(ECCHOHATBHON TEPMIHOIOTHEH B 001acTH HH()OPMAIIMOHHOI 6€30I1acHOCTH




4. CTPYKTYPA U COAEPKAHUE AV CLHUIIINHBI (MO YJI5T)

Kon
3aHATHS

HaumeHoBaHue pa3iejioB U TeM /BUJ
3aHATHS/

Cemectp
/ Kypc

Yacos

Komneren-
U

Jlutepatypa

Hnrte
PAKT.

IIpumeuyanue

Paznen 1. Undopmanuonnas
0€30MacHOCTh B CHCTEMe
HAIMOHAJIbLHOI 0€30MacHOCTH
Poccuiickoii ®enepanun

1.1

[NoHsATHE HAIMOHATIBHOW OE30MaCHOCTH
Poccuiickoit @enepanuu. HannonansHeie
HMHTEPECHI U YTPO3bI HATUOHATBHOM
6ezomacuoctu. /JIex/

OIIK-1

J1.1

1.2

Ponpb 1 MecTo nHPpOpMAIMOHHOH
0e30IaCHOCTH B CUCTEME HAIlMOHATLHON
6e3omacHocTn Poccutickoit

Oenepanuu. /Jlex/

OIIK-1

J1.1

1.3

Haunonansusie unTepecsl Poccuiickoit
Odenepanuy B THGOPMAIIMOHHON cdepe.
Bunp! v nctouyHNKM yrpos
HH()OPMALUOHHOH 6e30MacHOCTH
Poccuiickoit

Denepanun. /Jlex/

OIIK-1

J1.1

1.4

ToHsITHE HAIIMOHAIBHOW OE30MIACHOCTH
Poccuiickoit @enepanuu. HaunonansHeie
HHTEPECHI M YIPO3bl HAIIHOHAILHOM
6e3omacuoctu. /TIp/

OIIK-1

J1.1

1.5

Ponp u Mecto nHbOpPMaIOHHOI
0e30I1aCHOCTH B CUCTEME HAllMOHAIbHON
6e3omacHoctu Poccuiickoit

Denepanum. /TIp/

OIIK-1

J1.1

1.6

Hanuonansusie natepecs! Poccuniickoit
Deneparu B ”HGOPMAHOHHOH cepe.
Bunbl 1 HCTOYHUKM yTPo3
HHGOPMAMOHHOHN 6e30MacHOCTH
Poccuiickoii

Deneparun. /IIp/

OIIK-1

J1.1

1.7

Ioaroroska noxianoB Ha cemuHapax /Cp/
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OIIK-1

J1.1

Pa3zpnest 2. OcHOBBI rocyAapcTBEHHOI
noauTukn Poccniickoii @egepannu B
ob1acTu HH(POPMALMOHHOM
0e3omacHOCTH

2.1

Koncrurynus Poccuiickoit @enepanuu o
mpaBax U cBOOOJax YeloBeKa U

rpaxJaHuHa B WHGOPMAIMOHHO# cdepe.
Buet 3amumaemoit napopmanuu. /Jlex/

OIIK-1

J1.1

2.2

OpraHu3aioHHas cucTeMa 00ecedeHNs
“H(POPMALMOHHOHN 0e30MacHOCTH
Poccutickoii Deneparum. /Jlex/

OIIK-1

J1.1
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CTpyKTypa 3aKOHOAATENbCTBA
Poccuiickoii ®enepanuu B
“H(POPMALMOHHON

cdepe. YronoBHo-TIpoLeccyanbHast
XapaKTepPHCTHKA KOMITBIOTEPHBIX
npectymieHui. /Jlex/

OIIK-1

JI1.1

24

AJIMUHUCTPATHBHASI OTBETCTBEHHOCTS 32
HapyLIeHHe TpeGoBaHuI
nHpopManHoHHOH Ge3omacHOCTH. /JIex/

OIIK-1

J1.1

2.5

Koncrutynus Poccuiickoit @enepanuu o
IIpaBax U CBOOOJAaX UEJIOBEKA H
rpaxkJjaHuHa B HH(pOpMannoHHOI cdepe.
Bune 3amumaemoit napopmanuu. /TIp/

OIIK-1

J1.1

2.6

OpraHu3aiMoHHas cucTeMa 00eCTIeUeHuUs
HH()OPMAMOHHOH 6e30MacCHOCTH
Poccuiickoit ®exneparmu. /Tp/

OIIK-1

J1.1




2.7

CTpyKTypa 3aKOHOATENbCTBA
Poccuiickoit ®enepannu B
HHPOPMAITMOHHON

cdepe. YTomoBHO-TIpoIieccyanbHas
XapaKTepUCTHKA KOMITBIOTEPHBIX
npectyrmienuit. /TIp/

OIIK-1

J1.1

2.8

AIIMHHHUCTpAaTHBHAs OTBETCTBEHHOCTH 32
HapylIeHne TpeOOoBaHU
nHpopMaLmoHHO# 6e3omacHocTH. /I1p/

OIIK-1

JI1.1

2.9

IoaroroBka n1oknanoB Ha cemuHapax /Cp/

11,15

OIIK-1

J1.1

Pa3nen 3. UndopmanuonHoe
MPOTHUBOOOPCTBO, METO/BI U CPEACTBA
€ro ocyuiecTBJIeHUs

3.1

INonsTHe HHPOPMATMOHHOTO
npoTuBoOopcTBa. MHpOpMaIoHnHbie
BOMHEI,

METOJIBI M CPEJICTBA UX BeeHws. /JIex/

OIIK-1

J1.1

32

WndopmarmonHoe opyxue, ero
KIaccu(UKaIMs ¥ BOSMOXKHOCTH. /JIex/

OIIK-1

J1.1

33

[onsTHE HHPOPMATHOHHOTO
npoTuBoOOpcTBa. MH(pOopMannoHHbIe
BOWHEI,

METOJIBI U CpeficTBa uX BexeHus. /IIp/

OIIK-1

J1.1

34

HnadopmainonHoe opyxue, ero
K1accupUKaIus 1 Bo3MoxuHoctu. /TIp/

OIIK-1

J1.1

3.5

ITonroroBka nokianoB Ha cemuHapax /Cp/

4,5

OIIK-1

Ji.1

Pa3nen 4. Kputnueckas
uHpopManHOHHAsA HHPPACTPYKTYpa
Poccuiickoii ®egepaunu.

4.1

INonsTHe KpUTHIECKOH HH(OPMAIIMOHHOH
undpacTpykrypsl Poccuiickoit
Oenepanun. /Jlex/

OIIK-1

J1.1

4.2

IMopsnox kareropupoBaHus 00BHEKTOB
KPUTHIECKOH MH(OPMAIIMOHHOH
uHppacTpykrypbL. /JIex/

OIIK-1

J1.1

43

KouTtponb u Haj30p obecnieyeHs
0€30IMaCHOCTH 3HAYUMBIX 0OBEKTOB
KPUTUIECKOH HHPPACTPYKTYpHI. /JIex/

OIIK-1

J1.1

44

INonsTHe KpUTHIECKOH HH(OPMAIIMOHHOH
uHopacTpykTypsl Poccuiickoit
Oenepanum. /Tlp/

OIIK-1

J1.1

4.5

Iopsnok kareropupoBaHus 0OBEKTOB
KPUTHIECKOH MH(OPMAITMOHHOH

uHopactpyxrypsl. /IIp/

OIIK-1

J1.1

4.6

KonTposne u Hazop obecrieueHust
0€30ITacHOCTH 3HAYUMBIX 00BEKTOB
KpuTHIecKoH HHppacTpykTypsl. /TIp/

OIIK-1

J1.1

4.7

Ioaroroska poxianoB Ha cemuHapax /Cp/

8,9

OIIK-1

J1.1

Paspnen 5. Metoas! u cpencTpa
o0ecneyeHHs1 MHPOPMALMOHHOI
0e30MacHOCTH 00HEKTOB KPUTHYECKOU
HHGOPMALHMOHHOH HHPPACTPYKTYPBI

5.1

Bunp! u nctouyHNKM yrpos
“H(POPMALIMOHHOI 6e30MacHOCTH 00BEKTa
KPUTHUYECKOH MH(POPMAIMOHHOMN
uHPPACTPYKTYpHI. /JIex/

OIIK-1

J1.1

5.2

MopnenupoBaHue yrpo3 6e30ImacHOCTH
00BbeKTa KpUTUUECKON MH(OPMAIMOHHON
uHGpaCTPyKTyphI. /JIeK/

OIIK-1

J1.1

53

Metozs! u cpecTBa obecreyeH s
0e301acHOCTH 0OBEKTOB KPUTHIECKOH
HH()OPMALMOHHON

uHGPaCTPyKTYyphI. /JIex/

OIIK-1

J1.1




54 3agaun ¥ OpraHU3aIMOHHASA CTPYKTypa 5 2 OIIK-1 J1.1 0
TIOZIpa3/ieNieHust 00eCIIeYeHUs
nHpopManHoHHOH Ge3omacHOCTH. /JIex/

5.5 Bunp! v ncTouyHNKH yrpo3 5 2 OIIK-1 JI.1 0
HH()OPMALMOHHOH 6e30MacHOCTH 00beKTa
KPUTHYECKOH MH(POPMAIIMOHHOMN
nHdpactpykrypsl. /TIp/

5.6 MogenupoBaHue yrpo3 6e30MacHOCTH 5 2 OIIK-1 J1.1 0
00BEKTa KPUTUIECKON HH(OPMAIIMOHHON

uHopacTpyxrypsl. /IIp/

5.7 MerTonbl U cpeicTBa 0OeceueH s 5 2 OIIK-1 JI1.1 0
0€301acHOCTH 0OBEKTOB KPUTHIECCKOH
HH()OPMALTMOHHON
unopactpyxrypsl. /IIp/

5.8 3agauu ¥ OpraHU3alMOHHAs CTPYKTypa 5 2 OIIK-1 JI1.1 0

HoIpa3aeNeHus 00eCIIeYeHU
nHpopManuoHHOH 6e3omacHocTH. /TIp/

5.9 Kypcosas pabora /KP/ 5 27 OIIK-1 J1.1 0
5.10 IMoxroroska moxianoB Ha cemuHapax /Cp/ 5 4,7 OIIK-1 J1.1 0
5.11 Ox3ameH /UBKP/ 5 3,35 OIIK-1 J1.1 0

5. OHEHOYHBIE CPEJICTBA

5.1. KoHTpO/1bHBIE BONIPOCHI U 3aJaHUS

Tema: 1. HaunonanpHas 6e3omacHocts PO

1. Yto Takoe HaumoHansHas 6e3omnacHocTh Poccuiickoit deneparmun? Kakue xioueBble NPpUHIMIIEL onipeaeneHsl B CTpateruu
HaIMoHaIbHOH Oe3onacHocTH (2021)?

2. Kaxne HanmoHaIbpHBIE HHTEpeCH Poccnn BiTioueHsl B CTpaTernio HannoHaubHOH Oe3omacHocTr? [IpuBeanTe MprMepH.

3. Kakue yrpo3sl HaMOHAIBEHON 0e30MacHOCTH Hanboiee akTyalbHbl B COBPEMEHHBIX YCIOBHUAX (HAapUMep, THOpUAHBIE BOWHBI,
kubeparaku)?

4. Kak cBsi3aHbI TOCyAapcTBeHHas moiuthka B chepe Mb u obecrieuenne cyBepeHuTeTa MUPPOBOro MPOCTPAHCTBA?

5. Kaxkue nienu 1 3amaun onpezeneHsl B CTpaTernu HalMoHanbHOI 6e3omacHocTH PO B KOHTEKCTE HHPOPMAIIOHHOM
6e3omacHocTu?

Tema: 2. UaopmMaronHas 6€30I1acHOCTh B CHCTEME HAIIHOHAIBHON Oe30ITacHOCTH

6. KakoBo MecTo HHPOPMAIIMOHHOW 0€30MTaCHOCTH B CUCTEME HAIMOHABLHOH Oe3omacHoCTH PO?

7. Kakue HanmoHanbHbIe HHTEpechl Poccun B mHGOpMaIoHHOM cdepe ykazanbl B Ykase [Ipesunenta PO Ne 2019-6317?

8. Kakue yrpo3sl nH(pOpMaIMOHHOH OE30ITaCHOCTH 3aTParkBalOT HHTEPECH! FOCYAapCTBa, O0IecTBa U TMYHOCTH?

9. Kaxue wo4eBble JOKyMEHTHI PEryJIHpYyIOT HHPOpMannoHHyo 6e3onacHocTs B PO (manpumep, ®3-187, ©3-149, ©3-139)?
10. Kak cBsi3aHbI rocyaapcTBeHHast moiautuka B chepe b n obecriedenne cyBepeHnTeTa HUPPOBOro MpoCTpaHCTBa?

Tema: 3. IlpaBoBbie OCHOBBI HH(OPMALIMOHHON O6€30MaCHOCTH

11. Kakue nonoxxenust Koncrutyipu PO perynupyror npasa u cBoOo I B HH(GOpMAaMOHHOH chepe (Hampumep, ctathu 23, 29, 75)?
12. Yro Takoe 3ammumraemas napopmanus? Kakue Buis nHQopManny TpedyroT 0codoi oXpaHbl (IepCcoHANbHBIE TaHHEIE,
rocyaapcTBeHHas TaiiHa, nanubie KNI)?

13. Kakue Hopmbl YK P® perynupyrot KOMIIbIOTEpHBIC IPECTYTUICHUS (Harpumep, cratbu 272, 272.1, 272.2, 273)?

14. Kaknie MepBI aIMIHUCTPAaTHBHOI OTBETCTBEHHOCTH MPETyCMOTPEHEI 3a HapymnieHue Tpebosanuii b (mampumep, ct. 13.11
KoAIl P®)?

15. Kakue mexayHaponsble obszaTenbcTBa Poccun BnusitoT Ha noaxozs! k b (nanpumep, Konsenuus Cosera EBpornsl o
KHOepIIPECTYTHOCTH)?

Tema: 4. Yrpo3s! nHGOpMAIIMOHHON O€30MacHOCTH

16. Kakue Bub! yrpo3 HHPOPMAIIMOHHON Oe30MacHOCTH Hanbosee KpuTHuHb A7t PO (Hanpumep, KuOSpIINUOHAK,
nesundopmarms, DDoS-araku)?

17. Kakue HCTOYHUKH yTPo3 B MHPOPMAITMOHHOK cdepe BhiAeneHbl B CTpaTernu HallMOHATBLHOM Oe3omacHocTH PO
(rocymapcTBEHHBIE, KOPIIOPATUBHBIE, MEXKIyHAPOIHBIE)?

18. Yrto Takoe HHPOPMAITHOHHOE TPOTUBOOOPCTBO? Kakue METOABI U CPeACTBa HCIOIB3YIOTCS B €T0 BEACHUH?

19. Kaxue nmpumepsl HHPOPMAITHOHHBIX BOIHH N3BECTHEI (HalIpUMep, aTaKd Ha BEIOOPHI, SHEPTETHIECKHAE CUCTEMBI)?

20. Kakne prCKH CBSI3aHBI C 3aBHCIMOCTBIO OT HHOCTpaHHBIX U T-TexHOMorHit (Harmpumep, MUKPOIIPOrpaMMEL, ysa3BuMocTH B [10)?
Tema: 5. Kputuueckas napopmanmonsas uappactpykrypa (K1)

21. Yto Takoe kpuTHueckas nHdopmarmonHas nHdpactpykrypa PO? Kakue 00beKTH B He€ BXOIAT (HATIPHMED, SHEPreTHKa,
(uHAHCEHI, CBSI3M)?

22. Kakue xpurepun 3HaunMocTr 00bekToB KM ycTanosnens: ©3-1877

23. Kak npoBonutcs kareropuponanue o0bektoB KMN? Kakue ypoBHH 3aIUIIEHHOCTH ONpPeNeIeHbI?

24. Kakue Mepbl KOHTPOJIS M HajI30pa peanusyrorcs st oobekroB KU (Hanpumep, npoBepku, ceprudukarus C3H1)?

25. Kaxue yrpo3sl Hanbonee xputnans! it KU (manpumep, ransomware, APT, ¢usuaeckue ataxu Ha LIO/T)?

Tema: 6. MonenupoBaHue yrpo3 1 pearupoBaHue

26. Kakue MeTO0JIOTHH UCTIONB3YIOTCS JIsl MOJIEIMPOBaHUs yrpo3 O6e3onacHocTi 00bektoB KU (Hanpumep, MITRE ATT&CK,
STRIDE)?




27. Kaxk ctpoutcst Mozens yrpo3 ua oobexkra KN ¢ yuerom crennduxu (Hanpumep, ACY TII, 6anku, Tpancnopt)?

28. Kakue napamMeTpbl yYUTBIBAIOTCS IIPU OLIEHKE BEPOSITHOCTU peaTU3aliiy YIPO3 U UX MOCIEACTBUI?

29. Kakue 3Tarnbl BRIIOYACT MPOIIECC pearupoBanus Ha HHIUACHTH B KU (0O0HapykeHHe, TOKATU3aIns, BOCCTAHOBJICHHUE)?
30. Kakne METpHKH MO3BOJISAIOT OLEHUTH 3((EKTHBHOCTE Mep NpoTHB yrpo3 (Hanpumep, MTTD, MTTR, ypoBens yTeuxu
JIaHHBIX)?

Tema: 7. Metobl 1 cpejicTBa obecniedenus oezonacuoctu KN

31. Kakuie TeXHIUYECKIE CPENICTBA 3aIIUTHI TpUMeHsIoTCs 1 o0bekToB KM (Hanpumep, MexceTeBsie skpansl, COB,
AQHTHBUPYCHI)?

32. Kakue iaccel 3amuiineHHocTH yeraHoieHs! aasi C3U Ha oobekrax KU (manpumep, mo TOCT P 57580)?

33. Kakuie MepsI GH3UIECKOH M JTOTMUECKOH 3aIUTHI peann3ytoTcs At cucteM KU (HanpumMep, KOHTPONb TOCTYIIA,
mmdpoBanue)?

34. Kak MCKyCCTBEHHBIH MHTEJUIEKT U MallIMHHOE 00yUYeHHe HCIIONIb3YIOTCS I oOHapykeHus anomanuii B KUN?

35. Kakue TexHOIOrMM 00eCIeunBaioT LEJIOCTHOCTh U JJOCTYITHOCTh JaHHbIX B cucteMax KV (nanpumep, pesepBHOE
kormposaHue, blockchain)?

Tema: 8. Opranuzannonnsie ocHoBbl 1B B PO

36. KakoBa opranu3aiinontas ctpykrypa obecneuenust Ub B Poccun (Hanpumep, @CTIK, ®CB, Muniudpsi)?

37. Kaxue ¢ynaxmmn BeimomnaseT LieHTp pearnpoBanus Ha kommbioTepHble HHIHICHTH (LIPKI) mpu padote ¢ KUN?

38. Kaxk B3anmognetictByioT cyosekrsl KM ¢ rocynapcTBeHnsiMu opranamu (Hampumep, @CTOK, OCB, Pockomuamsop)?
39. Kaxue TpeGoBaHUs NPEABSIBIAIOTCS K 00yUEHHUIO IEPCOHANTA U TECTUPOBAHHIO TOTOBHOCTH K MHIHIEHTaM?

40. Kaxye 1oKyMeHTBI 00S3aTeIIbHBI TSl pa3pabOTKU U peali3aliiy HOJIUTHKY Oe3onacHocTH 00bexroB KMI?

Tema: 9. Ilonmutrky Ge30IMaCHOCTH 1 YIIPAaBICHUE PUCKAMHE

41. Kakue snemenTs! BItouaeT nonutuka b Ha oobekre KUY (uenu, orpanndenusi, OTBETCTBEHHOCTD)?

42. Kak nonutuxu Ub cornacytorcs ¢ tpeboBanusimu @3-187 u crannapramu @CTIK?

43. Kakwe 3Tamnsl BKIIOYAST MPOIIECC YITPABICHUS PUCKaMU (MACHTU(DUKAIMS, aHATN3, JICUCHHE)?

44. Kakue MeTORONOTHH yrpaBieHus puckamu npumMenstorcest B KU (manpumvep, OCTAVE, FAIR, MEHARI)?

45. Kakue Mepbl MUHIMU3AIUN PUCKOB pea3yIoTcs (HanmpuMep, cermeHTanus, Zero Trust, pesepBupoBanue)?

Tema: 10. iudopmanmonHOE TPOTHBOOOPCTBO M KUOSPBOHHBI

46. Uto Takoe nHPOPMATMOHHOE TPOTHBOOOPCTBO? Kakne MeTo Il ¥ cpecTBa UCIIONB3YIOTCS B €TI0 BEJICHUHN ?

47. Kakue BuIbI HHQOPMALMOHHBIX BOIH CYIIECTBYIOT (HampuMep, kubepataku, ICUX0Iorndeckoe Bo3aeiictaue uepes CMI)?
48. Kakue mpumepsl HHPOPMAIIMOHHBIX aTak Ha PM u3BeCcTHBI (HapUMeEp, aTakk Ha BHIOOPHI, SHEPTETHUECKUE CHCTEMBI)?
49. Kakue Mepbl IPOTHBOCTOSHHS HH(POPMAIIMOHHEIM yrpo3aM peasu3yioTcs B Poccun (Harmpumep, cicTeMa MOHUTOPHHTA YTPO3,
o0y4eHue rmepcoHana)?

50. Kak mexnynapoanoe cotpynauuectBo (Hanpumep, INTERPOL, ENISA) nomoraet B 60prbe ¢ kubepyrpo3amu?
Tema: 11. CoBpeMeHHBIE BBI30BHI U YSI3BUMOCTH

51. Kakue pucku cBsa3ansl ¢ BHeApeHueM 5G u IoT B cucremsr KUU?

52. Kax KBaHTOBBIE BEIYHCIICHUS] MOTYT HOBIIUATH Ha KpUIITOrpaduueckie cpeacTsa 3amuts B KU?

53. Kakue yrpo3bl BOHHKAIOT M3-3a YCTAPEBIINX IIPOTOKOJIOB B IPOMBIIIICHHBIX cucTeMax (Harnpumep, Modbus, DNP3)?
54. Kak MCKyCCTBEHHBIH HHTEJUIEKT HCTIONB3YETCS [T aBTOMATH3AINH aTaK Ha HH(POPMAIMOHHBIE CHCTEMBI?

55. Kaxue Mepsl 3amuTHl pa3pabaThIBAOTCS I THOPHIHBIX CHCTEM (JIOKaJIbHBIE + oOmauHble) Ha oobekrax KNI?

Tema: 12. [IpakTruueckue acreKTbl U KeHCh

56. Kakue stansl BKIIOYAET OATOTOBKA K aTake Ha o0bekT KU (Hanpumep, pa3paboTka clieHapueB, IEHTECTUHT)?

57. Kak oprann3oBath cuMyisiimio ataku (red team/blue team) Ha oovexre KUN?

58. Kakue ommOku varie BCero NpuBOIST K yTeUkaM JaHHBIX Ha oObekrax KNN?

59. Kaxue mepsl pearnpoBaHust Ha aTaky Ransomware B SHepreTu4eckux cucteMax?

60. Kak moAroTOBHUTH OTYET MO pe3ysibTaTaM MHIUICHTA (CTPYKTypa, conepkanne, nepenada B @CTOK)?

Tema: 13. CpaBHeHUE ¢ MEKAYHAPOAHBIM OIIBITOM

61. Kakue orninums B noaxojax k 3amute KU 8 EC (NIS, NIS2), CIIIA (CISA) u Poccuu (93-187)?

62. Kakue ctanmapthl 1 ppeiiMBOPKH HCIIONB3YIOTCS 32 pyOexoM [yt yrpasieHus puckamu (Hanpumep, NIST Cybersecurity
Framework, ISO/IEC 27001)?

63. Kakue ypoku u3 3apy0exHbIx nHIUAEHTOB (HanpuMep, Colonial Pipeline, SolarWinds) mpuMeHUMBI K POCCHHCKAM 0OBEKTaM
KNn?

64. Kax mexxynapoanoe corpyaamdectso (INTERPOL, ENISA) nomoraer B 6opb0oe ¢ kubepyrpozamu?

65. Kakue orpanndeHus y poccuiickux moaxonos k 3ammure KU mo cpaBHeHHIO ¢ 3apyOeKHBIME?

Tema: 14. I[lepcneKTUBHBIE TEXHOJIOTHU U CTPATETUH

66. Kak TexHonoruu Zero Trust IpUMEHSIOTCS TSI 3alIUThI 00bekToB KM ?

67. Kax rippoBbie JBOWHHUKHI HCTIONB3YIOTCS U TecTHpoBaHus ycroitunmsocti KV k atakam?

68. Kaxk 6ox4eitH MOXKeT OBbITh IPUMEHEH AT 00eCIIedeH s IIeTOCTHOCTH JaHHBIX Ha 00bekTax KUI?

69. Kakue mMepsI 3alUThl pa3padbaThIBAOTCS I THOPUIHBIX ccTeM (JIOKaabHbIC + 00JIayHbIC)?

70. Kaxne Tpennsl OynyT onpenenats pasutre b 8 KU B Ommkaiimme 5 net (Hanpumep, 3amuTta [1oT, Al-moruTOpHHT)?
Tema: 15. 3amuTa oT ne3uHbOpManUy U KHOSPBOITH

71. Kaxue metozp! 00pbObI ¢ Ae3uHpEeKIneil HCIONb3YIOTCS B TOCYIaPCTBEHHBIX M KOPIIOPATUBHBIX CUCTEMaX?

72. Kak deepfake-TexHomorun UConb3ytoTcsi B MHGOPMAIMOHHBIX BoliHax? Kak nx oOHapyXuBaTh U OIOKUPOBATH?

73. Kaknie MephI 3aIUTHI OT (GUINUHTA U COIHATBHON HH)KCHEPUH peann3ytorcs B cucremax KMN?

74. Kak cucTeMbl MOHUTOPUHTA COIUANBHBIX ceTed 1 CMI moMoraroT BBISIBIATE 1e3HH(OPMAMOHHbIE KAMIAHUH?

75. Kakue sTH4eckie U IpaBOBbIe aCHEKThl BO3HUKAIOT ITpu 00pb0Oe ¢ kubepBoitHamu?

Tema: 16. Opranuzanus noxnpasaeneHuii no Ub

76. Kakne (yHKIMN BBINOTHSACT CITy>k0a HH()OPMAIIMOHHOH 0e30I1acHOCTH Ha MPENPHATHH?

77. Kak cTpouTtcs B3aumoaencTaue Mexay ciayxooit Ub, UT-noxpasnenenueM u IOpUANIECKAM OTAEIOM?




78. Kakue 3Tams! BKIIOUaeT pa3padoTka MOIUTHKH O€30IMaCHOCTH OpTraHU3aIuu?

79. Kak opranu3oBath 3alllUTy OT BHYTPEHHUX YIpo3 (MHCaiiephl, olIMOKH rnepcoHaa)?

80. Kaxne MeTpHKH UCTIONB3YIOTCS IS OIeHK! 3¢ (heKTHBHOCTH paboTH! moapasnenenus 1b?

Tema: 17. 3akoHO#ATENbHBIC 1 HOPMATHBHBIC ACHIEKTHI

81. Kakue nokymeHThI o0si3aTenbHbl 115 cyobekroB KMU (HanpumMep, IuiaH pearupoBaHusi, peecTp akTUBOB)?

82. Kak ®3-187 perynupyer 3amury oobekroB KMIN? Kakue TpeboBanus k ceptudukammu C3M1?

83. Kaxue n3MeHeHNs B 3aKOHOAATENbCTBE PO CBA3aHEI ¢ pa3BUTHEM IU(POBBIX TEXHOIOTHH U KHOSpyTpo3amMu?

84. Kaxue obs3anHOCTH Y oneparopos KM no nepenade JaHHBIX B TOCYAapCcTBEHHBIE opransl (Hanpumep, [IPKH)?
85. Kakue npobnemMbl BO3HUKAIOT TIPU BHEApeHUHU TpedoBanuii P3-187 B ManoM u cpeaHem Ousnece?

Tema: 18. Yrpapienue kubepyrpo3aMu 1 HHIHACHTaMH

86. Kaxue yTamsl BRIIOYAET XKU3HEHHBII IIUKT pearnpoBanus Ha HHIMACHTH b Ha o0pexTax KUI?

87. Kak oprannzoBaH 0OMeH JaHHBIMU O KuOepyrpozax mexay cyobekramu KU (nanpumep, yepes miaardopmsr CSIRT)?
88. Kakne (hopMbI OTUETHOCTH HCHONB3YIOTCS IS TIepeaun HHpopManuu o kubepuHuuaenrax B [IPKI?

89. Kaxne MeTpHKH MO3BOJIAIOT OLCHATH AP PeKTHBHOCTE pearnpopanus (Hanpumep, MTTD, MTTR)?

90. Kakue npoOneMbl BOHUKAIOT IPH CHHXPOHM3AIUU JEHCTBUI MEXIY pa3TUMIHBIMU opranuzanusmu KHI?

Tema: 19. [Ipakruueckue 3aa4u U KeHChI

91. Pa3paboTka MozenH yrpo3 Il CHCTEMBI YIIPaBJICHUS BOJOCHAOKEHHEM TOpOa.

92. Anamm3 ysa3sumocteii B peammsammu COB na o6bexre K.

93. CpaBuenue ¢ dexrnBHOCTH Mep 3amnuThl OT APT Ha sHepreTuyeckux 00beKTax.

94. TIpoekTHpOBaHUE MOTUTHKA OE30MaCHOCTH Jj1s OaHKa ¢ yueToM TpeboBannii d3-187.

95. Peanmzarus cucTeMbl MOHUTOPHHTA yrpo3 Ha ocHoBe TAXII/STIX.

Tema: 20. CoBpeMEeHHBIEC TEHICHLIUU U BBI30BbI

96. Kakue pucku CBsI3aHBI C UCIIOIb30BAaHUEM HCKYCCTBEHHOIO MHTEIJIEKTa B KubepaTaxax?

97. Kak KBaHTOBBIC TEXHOJIOTUH MEHSIOT MTOAXO/BI K Kpunrorpaduu?

98. Kakue yrpo3sl BOSHHKAIOT U3-32 YTEUKH JaHHBIX dyepe3 modounsie kaHansl (TEMPEST, akyctudeckuit nrym)?

99. Kak o6nauHble TEXHOJIOTMU U3MEHSIOT IIOIXO/bI K obecreyeHn o 6e3onacHocTy (Hanpumep, Zero Trust, mudpoBaHue Ha
CTOpOHE KIIMeHTa)?

100. Kakue yrpo3sl cBsi3aHbl C IPOrpaMMHO-OIPEAEIIEMBIMY PAJUOYCTPOHCTBAMHU B aTakax Ha 11B?

5.2. Tembl NHCBMEHHBIX padoT

Tema: 1. TeopeTuueckue U IpaBOBbIE ACIIEKTHI

1. Anamu3 Crparerun HanuoHaNbHOH 6e3omacHocT P® 2021: MecTo mH(OPMAIIMOHHOH G€30ITaCHOCTH B CUCTEME yTPO3
TOCyAapCTBY.

2. CpaBHUTETHHBIN aHAIN3 HAIMOHATLHBIX HHTepecoB Poccnu u cTpaH 3amaja B MHGOpMAIIMOHHON cdepe.

3. IIpaBoBas ocHOBa oOecredeHms HH(PopMaIoHHoi 6e3onacHocTH B KoHcTuTynnu P®: anamms crateit 23, 29, 75.

4. CoOoTHOLLIEHHE TOCYIaPCTBEHHOM TaliHbI U MEPCOHATIBHBIX JaHHBIX B 3aKOHOIATENbCTBE PD.

5. YTronoBHO-TIpoIiecCyaibHbIe 0COOCHHOCTH PACCIIC0BAHUS KOMITBIOTEPHBIX MPECTyIIeHuH 1o ctaThsiM YK P® (272, 272.1, 273).
Tema: 2. Yrpo3sl 1 MOJEIUPOBAHUE YTPO3

6. MoznenupoBanue yrpo3 6e3omnacHoctr 00bekroB K B sHEpreTuke: MpUMeEphl aTak U METOBI 3aIUTHL

7. AHaIM3 MCTOYHUKOB YTPO3 HH(POPMALIMOHHOM 0€3011acCHOCTH B TPAHCIOPTHBIX cucTteMax Pd.

8. KubepaTaku kak HHCTPYMEHT THOPHIHBIX YTpo3: Kelc aTaku Ha BEIOOpH! B Poccun.

9. UccnenoBanue ys3BUMOCTEH B CHCTEMax yIpasieHUs TexHonorndeckumu nporeccamu (ACY TII) va odbexrax KHN.
10. Knaccudukanuns nHGOpMAIIMOHHOTO OPYKHUS U €r0 MPUMEHEHHUS B COBPEMEHHBIX BOWHAX.

Tema: 3. Kputudeckas napopmarmonnas uappactpykrypa (K1UN)

11. Kateropuposanne oosexroB KMU: cpaBHenne meromonornit @CTIOK 1 MexkTyHApOIHBIX CTAHIAPTOB.

12. Ouenka puckoB HHGOpMaNMOHHON Oe3omacHocTH Ha puMepe obbekra KU B hmHaHCOBOM cdhepe.

13. Ananu3 3¢ GEeKTHBHOCTH Mep KOHTPOJIS U Haja30pa 3a oobekramu KU mo d3-187.

14. TIpoGeMbI cepTH(HUKAIIMH CPEACTB 3aUThl HH(popManuu Ha o0bekrax KHU.

15. Ponp KpUNTONLTIO30B B 00ECTIeYeHNH Oe30MacHOCTH MEKCETEBOTr0 B3auMoieicTBrs Ha oObekrax KMU.

Tema: 4. UndopmanmonHoe NpoTUBOOOPCTBO U KUOESPBOMHBI

16. MudpopMannoHHOE TPOTHBOOOPCTBO: METO/IBI, CPEJICTBA ¥ COBPEMEHHBIE IIPUMEPBI U3 IIPAKTUKH.

17. Ucnions3oBanne deepfake-rexHomornii B MHGOOPMAIIMOHHBIX BOHHAX: YTPO3BI © METOABI IPOTHBOACHCTBHS.

18. CpaBHEHHE cTpaTeruii IpoTUBOCTOSHUS Ae3uHpopmanuu B Poccun u EC.

19. Ananu3 kubepaTak Ha KpuTHueckue cuctembl: keiic Colonial Pipeline u ero anamoru B PO.

20. DTHYecKue U MPaBOBBIC aCTIEKTHI HCIIONB30BAaHNS HH(POPMAIMOHHOTO OPYXKHS B MEKTyHAPOIHBIX KOH(IMKTAX.
Tema: 5. OpraHu3allMOHHbIE U TEXHOJIOTHYECKUE MEPBI

21. Pa3paboTka NOIUTHKA HHPOpMAIIMOHHON O6e30acHOCTH I OaHKa ¢ yueToM TpeboBanuii ©3-187.

22. Ilpumenenue meroposioruu Zero Trust mis 3amutsel o0bexros KN,

23. CpaBHHTENBHBINA aHAN3 3((HEKTHBHOCTH MEKCETEBBIX IKPAHOB 1 CHCTeM oOHapyskeHus BropxeHni (COB) Ha oosexrax KMU.
24. Opranusanus ciryx0bI HHGOPMAIIHOHHOM 6e30MaCHOCTH Ha MPEANPHATHH: 3aa4l, CTPYKTypa, METPUKU 3((HEKTHBHOCTH.
25. MuTerpanus cucteM MoHUTOpUHTa yrpo3 (Hanpumep, TAXII/STIX) B undpactpykrypy K.

Tewma: 6. CoBpeMeHHBIE TEXHOJIOTHH U BBI30BbI

26. BnusiHUe KBaHTOBBIX BBIYHCIICHHI HA KpUNTOrpadIecKie cpeicTBa 3amuTsl nHpopmanun B KU,

27. IlpuMeHeHne UCKyCCTBEHHOTO MHTEIIEKTa J11sl OOHapy»keHus anoManuii B cuctemax KUU.

28. Pucku BHenpeHUs: SG-TEXHONOTHH B 00bEKTHI KpUTHUYECKON HH(pacTpyKTyphl PO.

29. Ucnonp3oBanue blockchain i obecriedenns meocTHOCTH JaHHBIX Ha oO0bekrax K.

30. Yrpo3sl yreuku uH(popMarmu uepes nodouansie kaHanas! (TEMPEST) u MeTonbsl 1X MUHUMHU3AIUH.

5.3. OueHouHble cpeacTBa




Pabouas nporpamma "OcHOBEI HH(DOPMAIIMOHHOI! 6e30macHOCTH" 0becieueHa OLEHOYHBIMH CPEACTBAMH ATl IPOBEACHHUS
TEKYIIEro KOHTPOJISL M IPOMEXXYTOUHOH aTTeCTalluy, BKIIOYAIOIIMMI KOHTPOJIBHBIE BOIIPOCH! JUIS IPOBEICHHS IIPOMEKYTOUHOM
aTTeCTaIlN{, KPUTEPHUH OLICHUBAHUS YIeOHOH AeATETHHOCTH 00yJaIomuXCs 10 0aUTbHO-PEHTHHTOBOH CHCTEME, TIPUMEPHI 3aIaHn

JUISL IPAKTHIECKUX U Ta0OPATOPHBIX 3aHATHH, OMIISTHI AL MPOBEICHHS IIPOMEXKYTOUYHON aTTeCTalUH.

Bce ouienounsie cpeacTBa npeacrasieHsl B [punoxkennn 1.

5.4. IlepeyeHb BH/IOB OLEHOYHBIX CPENCTB

OrneHOUHBIE CpeicTBa pa3paboTaHbl I BCEX BUIOB yUeOHOM esITEbHOCTH CTYICHTA - JIEKIUH, IPaKTUIECKUX 3aHIATUH,
CaMOCTOSITEIbHON PabOThI U MPOMEXYTOUHOH arTecTaluy. OLIEeHOYHbIE CPEICTBA NPEACTABICHBI B BUJE:

- CPEIICTBA TEKYIETO KOHTPOJIS: MIPOBEPOUYHBIX pa0OT MO PEIISHHIO 33114, TUCKyCCHH 10 TEME;
- CPENICTB UTOrOBOTO KOHTPOJIS - MPOMEXKYTOUHOH aTTeCcTallK: YK3aMeHa B 5 ceMecTpe.

6. YAEBHO-METOAUYECKOE 1 TH®OPMAIIMOHHOE OBECIIEYEHUE JUCIUITIJINHBI (MO YJISA)

6.1. Pexomenayemas qureparypa

6.1.1. OcHOBHasl TUTepaTypa

ABTOpBI, COCTaBUTENU 3arnaBue W3narenscTBO, rog
JI1.1 |Hecrepos C. A. OcHOBBI HH()OPMAIIMOHHO 6€30IacHOCTH Cankr-IlerepOypr: Jlans, 2022
6.3.1 Ilepevyens NporpaMMHOro odecrneveHust
6.3.1.1 | Office Professional
Plus 2019
6.3.1.2 | Windows 10
6.3.1.3 | MTC-JIuax KommnekcHas miaTdopma a1t KOMMYHUKAITHHA, 00ydeHHs: H COBMECTHOH paboThl, pa3paboTaHHas
C MCTONIB30BAHUEM COBPEMEHHBIX TEXHONOTHH. JOCTYHBI JECKTOMHbIE U MOOUIIbHBIE
TPYITOXKEHHS IS yIOOHOH paboTHI ¢ CHCTEMOH.
6.3.2 TlepeyeHb HHPOPMALMOHHBIX CIIPABOYHBIX CHCTEM
6.3.2.1 | DnexrpoHHO-OHOMHOTeYHAast cucteMa "JlaHb"
Joctyn k koinekuusaM aekTponHbix n3ganuil ObC "UznarensctBo "Jlanp"
6.3.2.2 | ba3a maHHBIX Hay4HBIX HJIEKTPOHHBIX XXypHasoB "eLibrary”
6.3.2.3 | DnexrpoHHO-OnONMOTeUHas cucteMa «Kumxkabiid JJom Yausepcuteray ("bubmmoTex")
7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUIIJIMHBI (MO YJISA)
Ayauropus Hasnauenue OcHaienue Bug
1 Crienaau3upoBaHHas Crobl oOyyaromuxcs;
MHOTO()yHKIMOHAJIbHAS Cryinbst 00yJaronmxcs;

yueOHas ayautopus Ne 1 st
IPOBEICHUS YISOHBIX 3aHATHH
JIEKLIMOHHOT'O U CEMHUHApPCKOT0
THUIIOB, TPYNIIOBBIX 1
WHIMBHUYaJIbHbBIX
KOHCYJIbTallMH, TEKYIEero
KOHTPOJISI X TIPOMEXKYTOYHOM/
UTOrOBOH aTTecTanuu

[TuceMeHHBIH cTON
HearornIecKoro paboTHUKA;
Ctyn negaroru4eckoro
paboTHHKA;

Kadenpa;
MarauTHO-MapKepHast 0CKa;
MynbTUMEAUITHBIN TPOEKTOP;
DKpaH;

HoyTt0yk ¢ BO3MOXHOCTBIO
HOAKITIOYEHHS] K CeTH
«HTepHeT» M 0becrieueHnEM
JIOCTyIA K 3JIEKTPOHHOI
MHPOPMAIIOHHO-
o0pa3zoBaTenbHOM cpene




ITomemenue Ne 5 s
CaMOCTOSITENTLHON PabOThI
00yJaroNIHXCst

[TuceMeHHBIN cTON
o0y4aromierocs;

Cryn o0ygaromierocs;
[TuceMeHHBIH cTON
o0y4aromierocs ¢
OrpaHUYCHHBIMU
BO3MO)KHOCTSIMH 37I0POBBS;
Cryn obyuaromierocs ¢
OrpaHUYCHHBIMU
BO3MO)KHOCTSIMH 37I0POBBS;
HoyTt0yk ¢ BO3MOXXHOCTBIO
MOAKITIOYCHUSI K CeTH
«HTepHeT» 1 0becieueHnEM
JIOCTYIIA K 3JIEKTPOHHOM
UH()OPMAIOHHO-
o0pa3oBaTeIbHON cpelie
JIALICH3NATA;

MOoHOOIOK (B TOM YHCITE,
KIABHATYPa, MBILIIb,
HAYIIHUKA) C BOSMOYKHOCTEIO
TOAKITIOYEHHS K CeTH
«MuTepHeT» U obecneueHneM
JIOCTYTIA K 3JICKTPOHHOM
nH(OPMAITHOHHO-
o0pa3oBaTenbHOI cpene




6-25

CrnenuanusupoBaHHas
MHOro()yHKIHOHATIbHAS
naboparopus Ne 6-25 mst
NPOBE/ICHHS TPAKTUYECKHUX
1a00paTOPHBIX 3aHATHUH,
TEKYIETO KOHTPOJIS U
MIPOMEKYTOTHOM/ UTOTOBOM
aTTEeCTAIMH, B TOM YUCIIe JUIs
OpraHu3alyy MPaKTHIECKON
TIOATOTOBKH O0YYaIOIIIXCSI

KomnbroTepHbI€ CTOIBL;
Crynbs;

[TuceMeHHBIH cTON
He[arornIeckoro paboTHUKA;
Cryn negaroruyeckoro
paboTHHKA;
MarsuTHo-MapKepHast JO0CKa;
MynbTuMe IUIHBII IPOEKTOP;
DKpaH;

I1K ¢ BO3MO>XXHOCTBIO
HOAKTIOYEHUS K CeTH
«uTepHeT» U obecrieueHuEM
JIOCTYTIA K DIICKTPOHHOM
MH(OPMAITIOHHO-
obpa3oBaTenbHON cpefe
JIMLICH3MATA;
TenexoMMyHHUKalHOHHBIC
mKagbr;

CpencTBa 0TOOpaskeHHS
WHPOPMAITHH.

Crenppl ceTell nepenadu
uH(pOpMaIK ¢ KOMMyTaIueit
MAKeTOB U KOMMyTaluen
KaHAJIOB B COCTaBe:

Yuebusrit crenn "OcHoBEI [P-
ceTeil" (MapIIpyTU3aTOPHI,
koMmyTaTopsl L2/1.3);
YueOuslii cTeH
"Bupryansnsie cetu (VLAN,
VPN)";

VueOHEbIi CTEH
"BecnipoBonusie cetn (Wi-Fi,
IoT)";

VYueOnsiii crena "Tenedonuns
(ISDN, VoIP)";

Yuebuslit cTena "OnTuueckue
cetu (PON, DWDM)";
Crenn "L{udpoBbie cUCTEMBI
nepenaun (E1, SDH)".
CTeHapl 11 U3y4YCHUS
MPOBOJIHEIX U OCCIPOBOIHBIX
KOMIIBIOTEPHBIX CETEU B
COCTaBe:

A0OHCHTCKHUE YCTPOICTRA;
KOMMYTaTOPBI;
MapIIpyTH3aTOPHI;
TOYKUIOCTYIIA, ME)KCCTEBBIC
9KPaHBI;

cpencTBa OOHAPYKEHHS
KOMITBIOTEPHBIX aTaK;
CHCTEMBI yTITyOJIeHHOI
MIPOBEPKH CETEBHIX ITAKETOB;
CHCTEMBI 3aIIIUTHI OT YTEUKH
JTAHHBIX;

aHaJM3aTOPBI KaOCIBHBIX
CeTel.
Y4ebHO-1a00paTOpHEIE
KOMITJICKCHI B COCTaBe:
YueOHbIH 1a00paTOPHEIH
KOMILIEKC KOHTPOJISI CETEBOM
0e30MacHOCTH (CUCTEMBI
OOHapyXEHUsI BTOP)KCHUH H
aHaJM3a 3aIHIIeHHOCTH,
CETEeBBIC CKAHEPHI).

Y4eOHbIi J1a00paTOPHBIN
KOMITIIEKC TIPOBE/ICHHS aHATN3a
3AIUIEHHOCTH 3HAYUMOTO
obobexra KU Ha cooTBeTcTBHE




TpeOOBaHUAM 10 00ECTIEUSHUIO
6e30MmacHOCTH.

YueOHbIH 1a00paTOPHBIH
KOMITIIEKC ISt 00eCTIeUeHUS
UCCIIe/IOBaHUHI CHIELHAIbHOIO
HPOrpaMMHOTO 00ECTICUCHUS 1
annapataoro C3U B cocrase:
CpPe/CTBA 3ALIUTHI
nHdpopmaruu ot HCJI;
IporpaMMHO-aNIapaTHEIN
KOMIIJIEKC TOBEPEHHOM
HarpysKu;

AQHTHBUPYCHBIE ITPOrPAMMHBIC
KOMIIJIEKCHI,

MEKCETEBbIE IKPAHBI;
CpeJICTBa CO3JaHus MOJEIH
pasrpaHWYeHNs JOCTYIIa;
IporpaMMa KOHTPOJIS
[IOJIHOMOUHUH 10CTyHa K
MH(OPMALMOHHBIM pecypcaMm;
nporpamMMa (ukcanyu u
KOHTPOJISI HCXOJHOTO
COCTOSIHUSI IPOTPaMMHOTO
KOMITJIEKCa;

porpamMMa IOUCKa 1
rapaHTUPOBAHHOIO
YHUUTOXEHHS! HHpOpManuy Ha
JIFICKAXx;

ammapaTHbIE CPeICTBA
ayTeHTH()UKAIIMN
TIOJTB30BATEIIS;

CHCTeMBI O0HAPYKEHHS
BTOpPKEHUU U aHalInu3a
3aIMIIEHHOCTH;

CpeZCTBA aHANN3a
3aIUIEHHOCTU
KOMITBIOTEPHBIX CETEH;
CKaHepHI OE30MTaCHOCTH;
YCTpOWCTBA YTCHUS CMAPT-KapT
U PaZInOMETOK;
HpOrpaMMHO-aNNapaTHbIE
KOMITJICKCHI 3aIIUTHI
uH(popMaIy;

cpelcTBa KpunTorpaduieckon
32U TH HHPOPMAITHIH.
Y4eOHbIH 1ab0paTOpHBII
KOMILJIEKC 11 00EeCIIEYEHH S
UCCIIeIOBAaHUI THUITOBBIX
CepTUPHUIMPOBAHHBIX
MpOrpaMMHBIX U IPOrPaMMHO-
TEXHUYECKHX CPEJICTB 3aIllUThI
nadopmarm ot HCJI.
Y4eOHbIH 1ab0paTOpHBII
KOMILJIEKC JJIs1 00ECIIEYEHHS
HCCIIEI0BaHUN
cepTH(UIMPOBAHHBIX CPEICTB
B KOTOPBIX peaTn30BaHbI
CpeJICTBa 3alUThI
nadopmarm ot HCJI.

VIJIK nns nposefeHus
aTTECTAIMOHHBIX UCIIBITAHUI
ABTOMATH3UPOBAHHBIX CHCTEM
ot HC/I no TpeGoBarmsM
6e3omacHOCTH HHGOPMALIUHL.
ArnmnapaTHO-IIPOrpaMMHBIE
KOMITJIEKCHI B COCTaBe:
anmapaTHO-IIPOr PAMMHBEIE
CpelCTBa yIpaBiIeHHs




JOCTYIIOM K JJaHHBIM;
cpelcTBa KpunTorpaduieckon
3aIIUTH HHPOPMALIIH;
cpeacTBa AyOMMpOBaHUS U
BOCCTAHOBJICHHUA JaHHBIX,
CpelcTBa MOHUTOPUHIA
COCTOAHUA
ABTOMATHU3UPOBAHHBIX CUCTEM;
CpelCTBa KOHTPOJIS 1
YIpaBIEHUS JOCTYIIOM B
IIOMCIICHUA.

3-79 Aynutopus (3amuInaemMoe PYJOHHBIE IITOPBL; CUCTEMA
MOMEIICHUE) IS IIPOBEICHUS BHOpPOAKYyCTUYCCKON 3aIUTHI
Y4eOHBIX 3aHATHH, B X0/I& WH(POPMAITUH; CTOJBI
KOTOPBIX JI0 00YJaromuxcst ayTUTOPHBIE JIJIS
JIOBOIUTCS MH(popManus 00y4aroUIuxcsl, CTOJ
OrPaHUYEHHOIO JIOCTYTIA, HE MPEeToaBaTeNsl U CTOM IS
coJiepKallasi CBeICHHIH, pasMenIeHns] KOMITBIOTEPa;
COCTABIISIIOIINX CTYJbsI, JOCKa MapKepHasi;
rocyJapcTBeHHYI0 TaiiHy Ne 3- [ skpaH; koMnbroTep (B
79 WCTIOJTHEHHUH - MOHOOIIOK CO
BCTPOCHHBIM HITH
noaxmrouaeMsiMm DVD/CD-
JIICKOBOJIOM); TIPOCKTOD;
KOH/IMITMOHED; SKPAHBI Ha
GaTapen.
3-79 A CrenanbHast Oubnuorexa PYJIOHHas LITOPA; CTOJ

(OubnuoTeKa IUTEPATyPhI
OTPaHUYEHHOTO JIOCTYTIA),
MpeaHa3HaYeHHAs IS
XpaHEeHHs U oOecTieueHus
UCIIOIb30BaHMS B
00pa3oBaTeIRHOM IIpoIecce
HOPMATUBHBIX U METOIMYECKUX
JIOKYMEHTOB OI'PaHUYECHHOTO
noctyna Ne 3-79 A

MUCHMEHHBIH; CTYIT; KA
METAINTHIECKHH (IBYIBEPHBII)
s xpanenus JJCIT
MaTepHasoB; mkad
METaJUTMYECKUH 151 XpaHEeHHs
MOOWIIBHBIX Tee(OHOB THIIA
HICT-26; sxpansl Ha OaTapeH.




Ayn. 8

AyauTopust 1Sl Hay4HO-
HCCIIEN0BATENILCKON paboThI
00y4arommxcs, KypCOBOTO
JUIIOMHOTO [IPOCKTUPOBAHHS
Ne 8

Paboune mecrta Ha 6aze
BBIYUCIUTEIbHON TEXHUKU C
Ha0OPOM HEOOXOAUMBIX IS
MpOBEICHUS B O(OPMIICHHS
pe3yJIbTaTOB UCCIIEJOBAHUI
JIOTIOJIHUTEJIBHBIX alllapaTHbIX
W/YIJTH IPOTPaMMHEIX CPEJICTB;
[TuceMeHHBIN cTON
00y4aromierocs;

Cryn o0yyaromierocs;
[TuceMeHHBIH cTON
o0y4aromierocs ¢
OrpaHUYEHHBIMU
BO3MOYKHOCTSIMH 37I0POBBS;
Cryn obyuaromierocs ¢
OrpaHUYEHHBIMU
BO3MO)KHOCTSIMH 37I0POBBS;
HoyT0yk ¢ BO3MOXXHOCTBIO
MOJKITIOYEHUS K CETH
«HTepHeT» 1 0becieueHnEM
JIOCTYIIA K 3JIEKTPOHHOM
UH(pOPMAITHOHHO-
00pa3oBaTeIbHON cpelie
JIALICH3NATA;

MOoHOOIOK (B TOM YHCITE,
KJIaBUaTypa, MbIIb,
HaYUIHHUKH) C BO3MOXKHOCTBIO
TOAKITIOYEHUS K CeTH
«MuTepHeT» U obecreueHneM
JIOCTYTIA K DJIEKTPOHHOM
UH(OPMAITOHHO-
00pa3oBaTenbHOI cpee;
MHorodyHKIMOHAIEHOE
YCTpPOKCTBO (IIPUHTEP, CKaHED,
KCEPOKC).

8. METOIUYECKHE YKAZAHUA JJISA OBYJAIOIIUXCSA ITIO OCBOEHUIO JTUCHUIIJIMHBI (MOAYJIST)

Meroandeckre yKa3aHHS 110 N3YICHHIO TUCIHAIUTHHET "OCHOBBI HH(POPMAIMOHHOH Oe30macHOCTH TpeicTaBieHs! B [Ipunoxennn 2
U BKIIIOYAIOT B Ce0s1:

1. Meronnueckue yka3aHus JUIsl 00y4aroIMXcsl 10 OpraHnu3aly yueOHOH AesTeIbHOCTH.

2. Metommdeckie yka3aHHs 10 OpTaHH3AIMH CaMOCTOSTEIIFHON pabOThI 00yJaroNTHXCSI.

3. Metomudaeckiie yka3aHus 10 OpTaHU3AIMHN TIPOIEAYPHI OIICHUBAHUS 3HAHUS, YMCHHUI, HABBIKOB U (WJIM) OITBITA AEATEIIBHOCTH,
XapaKTepHU3yIOLUIUX ITanbl (OPMUPOBAHHS KOMIICTEHIIHI.




