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1. IEJTM OCBOEHMSI IMCLIATIJIMHBI (MO YJIST)

1.1

Iens - ocBOGHHE TEXHOIOTHI aTTecTalluy 00BEKTOB HHPOPMATH3ALNH KPUTHIECKU BAXKHBIX OOBEKTOB.

1.2

3amaun:

1.3

-0cBOeHHE 0a30BbBIX IMOHATHI B 00IaCTH arTeCTaluu 00BEKTOB I/IH(bOpMaTI/ISaHI/II/I KPUTUYCCKHU BaXKHBIX O6’BCKTOB;

1.4

-U3yUCHUC HOpMaTHBHOﬁ l'[paBOBOfI 0a3bl aTTeCTalun 00BEKTOB I/IH(I)OpMaTI/ISaLII/II/I KPHUTUYCCKHU BaXXHBIX 06’BCRTOB;

1.5

-3HaKOMCTBO C Opr: QHM3aLIMOHHOM CprKTypOﬁ aTTeCTalln 00BEKTOB HH(bOpMaTHSaHHH;

1.6

-IIOOTAITHOC OCBOCHHUE METOAUKU aTTCCTAllN 00BEKTOB I/IH(I)OpMaTI/BaL[I/II/I; N3YYCHHUEC CUCTEMbI JOKYMEHTAIlUOHHOI'O
obecrieueHus aTTeCTalun 00BEKTOB HHq)OpMaTH3aLIHPI;

1.7

-OCBOCHHUC CHCLII/I(I)I/IKI/I aTTecTalny 00bEKTOB I/IH(I)OpMaTI/IE;aLII/II/I KPpHUTUYCCKU BaXKHBIX 00BEKTOB.

2. MECTO JUCHHUIIJINHBI (MOAYJISA) B CTPYKTYPE OBPA30BATEJIbBHOU ITPOI'PAMMBI

uxn (pasaen) OIT: | B1.0

2.1

TpeOoBaHus K NpeJBApUTEIbHON MOATOTOBKE 00y4Yal0erocs:

2.1.1

OpFaHH?:aHHOHHOC 1 IIpaBOBOC obecrieueHue PIH(i)OpMaHPIOHHOﬁ 0€30IaCHOCTH

2.1.2

VYupaeieHnue HHOOPMAIIMOHHOI 6€30I1acHOCTBIO

2.13

DKOHOMHKA

2.14

Pa3pa60T1<a U SKCIITyaTalrs aBTOMAaTU3UPOBAHHBIX CUCTEM B 3allIUIIICHHOM HCIIOJIHCHUU

2.2

Jducuuniauebl (MOAYJI4) U NPAKTUKH, AJ151 KOTOPbIX OCBOEHHE TAHHOW AUCHHUIIMHBI (MOAYJIs1) HEOOX0AUMO KaK
npeAliecTBYIOLIEE:

2.2.1

TexXHOIOrns MOATOTOBKU BHIITY CKHOH KBATH(HKAIIOHHOH PadOTHI

3. KOMIIETEHIIUA OBYYAIOIIEI'OCs, ®OPMUPYEMBIE B PE3YJIBTATE OCBOEHUA JUCHUIIJIMHBI

(MOYJIST)

OIIK-5: CniocofeH NpUMeHsATh HOPMATHBHBIE IPABOBbIE AKThl, HOPMATHBHbIE U MEeTOAUYECKHE JOKYMEHTBI,
periaMeHTHPYIoIUe JeTeJbHOCTh 10 3a1uTe nHGopManuu

3HaThb:

ypOBCHB 1 MCTOABI U CPCACTBA KOHTPOJIA U YIIPABJICHHA JOCTYIIOM IIpH obecrieueHnn O€30ITaCHOCTH ABTOMATU3UPOBAHHBIX

CHCTEM;
MOJUTUKY O€30MacCHOCTH ¥ MHCTPYMEHTHI aIMUHUCTPUPOBAHUS NIPY paboTe ¢ JaHHBIMU (Ha pabOvYMX CTAHIMSAX,
CepBHUCax, CETAX), MOIb30BATEISIMY, YIIPABICHUEM U3MEHEHUSMH U 00eCIIeYeHHEM 3allUIIEHHOCTH U
OTKa30yCTONYMBOCTH aIMUHUCTPUPYEMOH HH(POPMAITMOHHON TOICHCTEMBL;

COBpEMEHHBIE METOABI MPeoTBpalleHus] HecaHKunonupoanHoro nqoctyna (HCJ) k oobexram nHpopMaTu3aimu,
OCHOBaHHbIE Ha OMOMETPUUECKUX TEXHOJIOTUAX Paclo3HABaHUs INUHOCTH.

YpOBeHB 2 IIPUHIHUIIBI OpTaHU3allu U CTPYKTYPY CUCTEM 3alllUTHI IIPOrpaMMHOI'0O obecrieyeHuUs ABTOMAaTU3UPOBAHHBIX CUCTEM;

CPEJZICTBA U CIIOCOOBI 00ecTiedeHns 0e30ImacHOCTH HH(OPMAITHH, TPUHIMIIEI TOCTPOCHUS CHCTEM 3aIlUTHI
nHpOpMALUH;

TIPUHIMIIB GOPMHUPOBAHMS ITOJIUTUKA HH(POPMALMOHHOH 0€30M1aCHOCTH aBTOMATH3HPOBAHHOM CHCTEMBI;
OCHOBHBIC HaIPaBIICHHUS 3aIlIUTH HHPOPMAIINH B HH(POPMAITMOHHO- TEIEKOMMYHHUKAIIMOHHBIX CHCTEMaXx B
COOTBETCTBUU C 3aKOHOAATENLCTBOM Poccuiickoit denepanuu

VYpoBeHb 3 | COBpeMEHHBIE TEXHOJIOTHH 3aIIUTHI OT BPEJOHOCHOTO IIPOrPaMMHOT0 00ECTICUeHH s, PaCIPOCTPAHAEMOTO 110 CETH

Wurepser;

ApPXUTEKTYPY aBTOMATHU3UPOBAHHON CHUCTEMBI yIpaBeHus TexHonoruueckuM rnporeccoMm (ACY TII), monenn
TIPOMBIIIJICHHBIX CUCTEM aBTOMATHU3allUY, CETEBbIE TEXHOJIOIMH, UCTIONb3yeMble B coBpeMeHHBIX ACY TII, monsarus
(yHKUMOHATBHON U MH(OPMAIIMOHHOH 6€30ITaCHOCTH, UX B3aUMOCBSA3b U IIPOTHBOPEUHS;

OCHOBBI OPTaHH3AIMH CBOCBPEMEHHOMN M MOJHOIIEHHOH 00pabOTKH HHIMICHTOB O€30MaCHOCTH

YMeTh:

VYpoBeHb | | HCIONMB30BATH YCTPOWCTBA KOHTPOJIS M YIIPABICHHS JOCTYIIOM MPU 00eCIICYCHUH OE30ITacHOCTH

ABTOMAaTH3HUPOBAHHBIX CHCTEM;
MIPUMEHATH HOJUTHKY Oe30MaCHOCTH M MHCTPYMEHTHI aIMIHUCTPUPOBAHUS IIPH paboTe ¢ JaHHBIMU (Ha pabodmx
CTaHLUSX, CEPBHCAX, CETAX), MOJIL30BATENSIMH, YIIPABICHHEM H3MEHEHUAMHU B 00eCTieueHHEeM 3aIlUIIEHHOCTH U
OTKa30yCTOHYMBOCTH aJIMUHHACTPHPYEMOH HH(OPMAIIMOHHOH NOICHCTEMBL; UCITOIB30BaTh YCTPOHCTBA KOHTPOJIS
JIOCTYyTIa HA OCHOBE OMOMETPHIECKUX XapAKTEPHUCTHK YeJIOBEKa

YpoBeHb 2 | perHCTPUPOBATH COOBITHSI, CBSI3AHHBIE C 3AIIUTON HHPOPMAIH B aBTOMAaTH3MPOBAHHBIX CHCTEMAX;

MIPOBOAUTH KOMILJIEKCHOE TECTUPOBAHME aNMapaTHBIX U MPOrPAMMHBIX CPEICTB; OMPEAEIATH KOMILIEKC Mep
(mpaBmIta, IpoOLEIyPhI, IPAaKTHYECKUE TPHUEMBI, PYKOBOISAIINE PUHIIUIIBL, METOABI, CPEIICTBA) IS 00CCTICICHUS
UH(POPMAMOHHOHN 0e30ITaCHOCTH aBTOMATHU3UPOBAHHBIX CUCTEM;

MIPOBOJIUTH OIIEHKY YIpo3 0€30MacHOCTH HH()OPMAIIMOHHO- TETEKOMMYHUKAIIMOHHON CUCTEMBI, TOAKITIOUEHHOH K
cetu UHTepHeT;

YpOBeHL 3 PCajin30BbIBATh TEXHOJIOTHUHU 3allIUTHI OT BPEJOHOCHOI'O IIPOrpaMMHOIo 06CCHC'16HI/I$I, pacrnpocTpa”sCMoro 1o CETu

WHTepHeT; paboTaTh co CpecTBaMH 00eCTIeueHHs OE30ITaCHOCTH B CHCTEMAaX ITPOMBIIIJICHHOH aBTOMAaTH3allNH;




HACTpanBaTh MEKCETEBOM SKpaH JAJs oOecIieueH s 3alIUThl IEPUMETPa CETH, ISl 00eCTIeUeHUs] CeTMEHTAIUN
BHYTpPCHHEH CeTH

Baanernb:

YpOBeHB 1 HAaBBIKOM HMCITIOJIb30BAHUA CUCTEM KOHTPOJIA U YIIPABJICHUA JOCTYIIOM JJI YIIPABJICHHS IMpoLEeCCaMu obecrieyeHus

6C3OHaCHOCTI/I aBTOMaTI/ISI/IpOBaHHBIX CHCTEM,

HaBBIKOM IIPHMEHEHHSI HHCTPYMEHTOB aJMUHICTPHUPOBAHHUS IOJCUCTEM HH(POPMAMOHHON Oe301acHOCTH
aBTOMaTl/Bl/lpOBaHHOﬁ CHCTCMBI,

HABBIKOM HCIIOJIb30BaHMUS CIICIUAIBHBIX CPEICTB OMOMETPHYECKOM HACHTU(DUKAIIMN TMYHOCTH IS YIIPABICHHSI
rporieccamMmu o0ecrieueH s 0e30MacHOCTH aBTOMATU3UPOBAHHBIX CUCTEM

VYpoBeHb 2 | HABBIKOM OOecIieueHHs 0e30MacHOCTH HH(OPMAIUHU ¢ yIeTOM TpeboBaHUS 3((EKTHBHOTO (DyHKINOHHPOBAHUS

ABTOMATHU3UPOBAHHON CHCTEMBI;

HaBBIKOM 0OecIieYeHus1 pabOTOCIIOCOOHOCTH aBTOMATH3UPOBAHHBIX CUCTEM TPH BO3HHUKHOBEHHH HEIITATHBIX
CUTYalUH;

HaBBIKOM pa3pa0OTKU YaCTHBIX MOJUTHK HH)OPMALIMOHHON 0e30MacHOCTH aBTOMATH3UPOBAHHBIX CUCTEM

YpoBeHb 3 | HABBIKOM HCIOJIB30BAaHUS AHTUBUPYCHOTO IPOrPAaMMHOTr0 00eCIeueHus ISl 3alUThl HH(OpMaLuH B

I/IH(I)OpMaI_II/IOHHO- TCIICKOMMYHUKAIITMUOHHBIX CUCTEMAX, IMOAKIFOUCHHBIX K CETH I/IHTepHCT;
aHaJIM30M MHIIUJICHTOB IG/I6ep6630HaCHOCTI/I B COBPCMCHHBIX ITPOMBINIIICHHBIX CUCTEMAX aBTOMATHU3allNN

OIIK-14: CnocofeH ocyuiecTBJISITh pa3padoTKy, BHeIpeHHe U IKCIIYyaTAIlMI0 ABTOMATH3HPOBAHHBIX CHCTEM € YYE€TOM
TpedoBaHMii 1Mo 3amMTe HHPOPMALHH, TPOBOTUTH MOATOTOBKY HCXOTHBIX JAHHBIX JJISI TEXHHKO-IKOHOMHUYECKOT0

000CHOBAHUS NPOEKTHBIX peleHuii

3HaTh:

YpOBCHL 1 OCHOBBI ITOCTPOCHUS, pacu€Ta U aHaJIu3a COBpeMeHHOﬁ CUCTCMBI l'[OKa3aTeJ'I€I>1, XapaKTepUu3yrouumx ACATCIbHOCTD

XO3SMCTBYIONINX CyOBEKTOB HA MUKPOYPOBHE;
KPUTEPUU OLICHKH 3alIUIIEHHOCTH aBTOMaTU3UPOBAHHON CUCTEMBI;
OCHOBHBIE YTpO3bl 0e30MacHOCTH HH(GOPMAIIUU U MOJEITH HApYHIUTENs B aBTOMaTU3HPOBAHHBIX CHCTEMAX;

YpOBGHb 2 PEeriIaMCHT NPOBEACHUA aTTCCTAllMOHHBIX HCHLITaHHﬁ; TpC6OBaHI/IH 3alUTHI I/IHC])OpMaLII/II/I K aTTCCTOBAHHBIM

00BbEKTAM;

YPOBCHB 3 Tpe60BaHI/I$[ K 9TallaM BBOJa W BbIBOJAA U3 SKCIIITyaTallu CUCTCMBbI 3allIUThI I/IH(i)OpMaHI/II/I;

OpraHM3alMOHHEIE, TPABOBBIC, IPOrPaMMHO-ATINAPaTHbIE, KPUITOrpapUIecke, TEXHUIECKHE MEpPhI MO 3aIInTe
nH(pOpMALUY, peaTu3yeMble B aBTOMaTU3HPOBAHHBIX CHCTEMAX;

YMeTh:

YpoBenb | | OCYIIECTBIATE pacueT ceOeCTOMMOCTH NMPOAYKINU;

paccUnTHIBATE BIHSHIE (haKTOPOB HA PA3IMYHBIC BUIBI PACXOIOB;
OCYIIECTBIISITh PacyeT MOTPEOHOCTH B HHBECTUITUSX;

ypOBeHI) 2 KOHTPOJIMPOBATH YPOBCHD 3aIIUIICHHOCTH B aBTOMATU3UPOBAHHBIX CUCTEMAX;

pa3pabaThIBaTh MPOrpaMMy U METOAUKU aTTECTALIMOHHBIX UCTIBITAaHUI;

YpOBGHb 3 paS’pa6aTBIBaTL 3aKIIIOYCHUE 110 pe3yJibTaTaM aTTCCTAllMOHHBIX HCHLITaHPIﬁ;

AIMHUHHUCTPUPOBATH MTOACUCTEMBI PIH(i)OpMaI.[PIOHHOfI 0€30IacCHOCTH ABTOMATU3HPOBAHHBIX CUCTCM;

Baanernb:

ypOBeHB 1 BJIaACHUA METOAaMU PACIIPECACIICHNUA HAKIIAJHBIX 3aTPpaT U OLICHKH 3(1)(1)GICTI/IBHOCTI/I MPOCKTHBIX peHIeHPIﬁ;

aHaM3a COOBITHH, CBA3aHHBIX C 3aMIUTON HH(OPMAINH B aBTOMAaTH3UPOBAHHBIX CHCTEMax;

YpoBeHb 2 | HaBbIKAMHU IIPOBEACHUS aTTECTALIMOHHBIX UCIIBITAHUH;

MOHUTOpHHI'Aa UBMCHEHUS COCTOAHNSA aTTECTOBAHHOI'O oObekTa I/IH(I)OpMaTI/BaLU/II/I;

VYpoBeHb 3 | HCTIONIB30BAHUSI POrPAMMHO-aNITaPaTHBIX CPEACTB 00ecreYeH st MH(OPMAIOHHON 6e30MacHOCTH

ABTOMATU3HUPOBAHHBIX CUCTCM;

B pe3yabTaTte 0ocBOeHUS JMCUMILIMHBI (MOYJ151) 00yUaloUIuiics 10JKeH

3.1

3HaTh:

3.1.1

OCHOBBI ITIOCTPOEHUS, pacyeTa U aHaJIu3a COBPEMEHHOI CUCTEMBI IT0KA3aTeIIeH, XapaKTepU3yIOLUIUX JesATEIbHOCT
XO3SIMCTBYIONINX CyOBEKTOB HA MUKPOYPOBHE, MOAXO/bI K KIacCU(pUKanuy (GakTopoB BHELIHEH cpebl OpraHu3alu U UX
BJIMSHUE HA JEATEIILHOCTh OPraHU3alMH;

3.1.2

OCHOBHBIE JIOKYMEHTHI 110 CTaHAapTH3aH B chepe ynpasieHus Ub;

3.13

HNPUHIMIBL GOPMHUPOBAHMUS MOJUTUKA HHOOPMALMOHHON 0e3011aCHOCTH B aBTOMAaTH3UPOBAHHBIX CHCTEMaX;TpeOOBaHUS
MH(OPMALMOHHON 0e30MaCHOCTH IIPH SKCIUTyaTallii aBTOMAaTH3UPOBAHHON CHCTEMbI, OCHOBHBIE YTPO3bl 0E30I1aCHOCTH
nHGOPMAIMH ¥ MOAETH HAPYIIUTENs 00bekTa HH(pOpMaTH3aINY;

[CJIN U 3a1a4r YIIPABJICHUSA HH(bOpMaHHOHHOﬁ 6630H3CHOCTLIO, OCHOBHBIC NOKYMCEHTBI ITO CTaHAapTHU3allu1 B C(bepe
yIpaBJiIeHUS HHPOPMAIIMOHHOH 0e3011aCHOCTHIO;

3.1.5

TIPUHOUTIE! GOPMUPOBAHUS TIOMUTHKHA HH(OPMAIIMOHHOH 0€30ITacHOCTH 00beKTa HH(POPMATH3AIINH;

3.1.6

KpUTCPHUHN OLICHKH 3alllUIICHHOCTH aBTOMaTHBHpOBaHHOfI CHUCTCMBI;OCHOBHBIC YT'PO3bI 0€30ITaCHOCTH I/IH(I)OpMaHI/II/I u
MOZECIN HAPYIIUTEA B aBTOMATU3UPOBAHHBIX CUCTEMAX, OCHOBHBIC MEPBI 110 3aIllIUTC I/IH(bOpMaI_II/II/I B
ABTOMATU3UPOBAHHBIX CUCTEMAX;




COZICPIKAHUEC U TTOPANOK ACATECIIbHOCTH ITEPCOHATIA IO JOKCIUTYaTalluu 3allIUIIEHHBIX aBTOMATU3UPOBAHHBIX CUCTEM U
crucTteM 0e30MacHOCTH ABTOMATHU3UPOBAHHBIX CUCTEM;

cofiep>KaHHe OCHOBHBIX HOPMAaTHUBHBIX IIPABOBBIX aKTOB B c(epe MPOTUBOACHCTBHS KOPPYIIIHH, OCHOBBI IIPABOBOTO
obecrieueHuss MHPOPMALIMOHHOHN 0€30MaCHOCTH, OCHOBHBIE HOPMATHBHBIE IIPABOBBIE aKThl B 00J1aCTH 00ECIICUCHUS
HHPOPMAIIMOHHOH 0e30ITaCHOCTH 1 HopMaTuBHEIE MeToandeckne TokyMeHTs @CB Poccun 1 @CTOK Poccuu B obmacti
3aIIUTHI HH(OpMAIHH;

OCHOBHBIE TIOHATHS ¥ XapaKTePUCTHKY OCHOBHBIX OTpaciiel IIpaBa, MPUMEHACMBIX B IPO(ECCHOHATBHOM NeITeIHOCTH
OpraHu3aluu;

3.1.10

OCHOBBI POCCHUIICKOI MPaBOBOI CHCTEMBI U 3aKOHOJIATENIbCTBA, IPABOBOT'0 CTAaTyca JMUYHOCTH, OPraHU3aul U
JIesITEIBHOCTH OPTaHOB rocyAapcTBEeHHOH BiacTH B Poccuiickoit Penepanuy;

3.1.11

IIPaBOBBIC OCHOBBI OPTaHU3AIMHU 3AIIUTHI TOCYAAPCTBEHHOM TalHBI M KOH(UICHINATBHON HH(OPMAIIUH, IPABOBYIO
XapaKTePHUCTHKY IPECTYILUICHUH B chepe KOMITBIOTEPHON HH(POPMALIUE U MEPBI IIPABOBOM U JUCIUILTHHAPHON
OTBETCTBEHHOCTH 32 pa3rJIallicHHe 3aIlHIacMoil HHPOpMAaIUH;

3.1.12

CTaTyC U IOPAO0K pa60TI>I OCHOBHBIX IIPaBOBbIX I/IH(l)OpMaI.lI/IOHHO-CHpaBO‘{HHX CUCTEM;

3.1.13

OCHOBBI OpTaHM3alMU U AESTENBHOCTH OPraHOB rOCy1apCTBEHHOM BacTu B Poccuiickoit @enepanun, cucteMy
CTaHJ]apTOB ¥ HOPMATUBHBIX NIPABOBBIX AKTOB YIIOIHOMOYEHHBIX (pelepalIbHBIX OPraHOB UCHOIHUTENFHON BIACTH 10
JIMIEH3UPOBAHHIO B 00JIaCTH 00ECTIEYEHHS 3aIUThI TOCYJapCTBEHHOM TaifHBI, TEXHIYECKOH 3aIINTHl KOH(PHUICHIIHATEHOM
nHpOpMAaIuH;

3.1.14

CHCTeMy HOPMAaTHBHBIX IIPABOBBIX aKTOB YIOIHOMOYCHHBIX (DeIepabHBIX OPIaHOB HCIOMHUTEIFHON BIACTH 110
aTTecTaly 0ObEKTOB MH(POPMATHU3ALMH U CEPTH(UKALNY CPEICTB 3alUThl HHYOPMALHH;

3.1.15

331241 OPTaHOB 3aIIUTHI TOCYAAPCTBEHHON TalfHBI U CIyK0 3alUTHI HH(GOPMAIUU HA MPEATIPUATHAX

3.2

Ymers:

3.2.1

OCYIIECTBIIATH pacueT cebeCTOMMOCTH OPpOAYKIHHU,

322

pacCUnThIBATh BIIMAHHC (l)aRTOpOB Ha pa3jIndHbIC BUAbI paCX0d0B;

323

OCYILIECTBIIATH pacyeT MOTPEOHOCTH B MHBECTULHMAX, (POPMYIIMPOBATh YIIPABICHUCCKUE PEIICHHS 110 Pe3yIbTaTaM aHAIN3a
BHEITHEH U BHYTpPEHHEH Cpelbl OpraHHu3alliy;

324

(OpMUPOBATH MOJUTUKA HH(POPMAIIMOHHOH OE30IIaCHOCTH OpPTraHU3aINH;

3.2.5

BBIIIOJIHATD TIOJHBIN 00bEM PadoT, CBA3AHHBIX C PeANIM3alMel YaCTHBIX MOMUTHK HH(OPMaMOHHOH Oe3011acHOCTH
aBTOMAaTH3UPOBAHHOHN CHCTEMBI, pa3padaThIBaTh MOIENIHU YIPO3 U MOIENHU HapyIIUTeIs 00bekTa HH)OPMATH3aLNY;
OILICHMBATh NH(OPMAIIMOHHEIE PUCKA 00beKTa HH(OpMaTH3aINH;

3.2.6

KOHTPOJIPOBATh YPOBEHb 3AIUIIEHHOCTH B aBTOMAaTH3UPOBAaHHBIX CHCTEMaX, HACTPAUBATh MPOrpaMMHOE o0ecIieUeHNE
CHCTEMBI 3aIUTHI HH(OPMAIIH aBTOMATH3HPOBAHHOIN CHCTEMEI;

3.2.7

co0OmoaaTs TpeOoBaHNS AaHTHKOPPYIIIMOHHOTO 3aKOHOIATEIbCTBA, BO3CP)KIUBATHCS OT MOBEICHNUS, BEI3BIBAIOIIETO
COMHEHHE B OOBCKTHBHOM U OECIIPUCTPACTHOM HCIOIHEHUH JOKHOCTHBIX (CITy>KeOHBIX) 00S3aHHOCTEH, IPIMEHSThH
HOPMAaTHBHbIE IPABOBbIE aKThl 1 HOPMATHBHbIE METOMYECKUE JJOKYMEHTHI B 00J1acTH obecriedeHHs1 HH(OPMaMOHHOH
0€30MacHOCTH;

3.2.8

000CHOBBIBATh pCUICHHS, CBA3aHHBIC C peanmauneﬁ IIPaBOBBIX HOPM I10 3allIMTE I/IH(bOpMaI_II/II/I B IIpeaciiax qJOJKHOCTHBIX
O6HBaHHOCTeI7I, MpeaAnpUuHUMAaTh HCO6XOIII/IMLIC MEPHI IO BOCCTAHOBJICHUIO HAPYIIECHHBIX ITPaB;

3.29

aHAJIM3UPOBATh U Pa3padaThIBATh MPOCKTHI JIOKATHHBIX MPABOBBIX aKTOB, MHCTPYKIIHA, PETJIAaMEHTOB M OPTaHU3aIIMOHHO-
PaCTIOpSAUTENBHBIX TOKYMEHTOB, PETJIAMEHTUPYIOIINX PadoTy 1Mo o0ecreueHI0 HH(OPMAITMOHHON 0e30ITacCHOCTH B
OpraHM3allvy;

3.2.10

(dhopMynHpOBaTH OCHOBHBIE TPEOOBAHMS TPH JTUIICH3UPOBAHUY IEATEIFHOCTH B OOIACTH 3alIUTHl HHPOpMAIIHH,
cepTuHUKaLUK U aTTECTalUH 10 TPeOOBaHUAM 0€301acHOCTH HHPOPMAIIH;

3.2.11

(dhopMynHpoBaTh OCHOBHBIE TpeOOBaHMsI MHPOPMAIIMOHHOW OE€30MAaCHOCTH MPH KCILTyaTallid aBTOMATH3UPOBAHHOM
CHCTEMBI;

3.2.12

(hopMyTPOBaTh OCHOBHBIE TPEOOBAHMS 110 3aIUTE KOH(DUICHIMAIBHON HH(OpPMALUHK, IEPCOHATIBHBIX JaHHBIX U OXpaHe
PpE3yJIbTaTOB MHTEIIEKTYalIbHON AEATEIbHOCTH B OPraHU3alllu, UCTIONIb30BaTh CUCTEMY OPraHU3allMOHHBIX MED,
HaIpaBJIeHHBIX HA 3aIIUTY HHPOPMAINU

3213

OTPaHUYEHHOT0 JIOCTYIIa B COOTBETCTBHH C HOPMATHBHBIMU MPABOBBIMU aKTaMU, HOPMATUBHBIMH U METOJUYECKUMHU
nokymertamMu O@Cb Poccun, ®CTIOK Poccun

3.3

Buaanern:

3.3.1

BITaZICHHSsI METOJJAMH PacIpeieNIeHHs] HaKIaIHBIX 3aTPaT U OLEeHKH 3()(HhEeKTHBHOCTH MPOEKTHBIX PEIICHNH, METOTaMHU
OLICHKH SKOHOMHUYECKOH 3()(heKTHBHOCTH PE3yIbTaTOB XO3AHCTBEHHOH NEATEIBHOCTH PA3INIHBIX CYOBEKTOB
KOHOMHMYECKOH CHUCTEMBIL;
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aHalim3a CO6I>ITHI7[, CBSI3aHHBIX C 3aIUTON I/IH(bOpMaHI/II/I B aBTOMAaTU3UPOBAHHBIX CUCTEMAX, BBIABJIICHUS U aHAIN3a
yHSBI/IMOCTeﬁ aBTOMaTHSHpOBaHHOﬁ CHUCTEMBI, TPUBOAAIINX K BOSBHUKHOBCHHUIO YI'PO3 0€e30acHOCTH I/IH(I)OpMaI_II/II/I;
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IIPUMEHEHUS] OCHOBHBIX HOPMATHBHBIX MPABOBBIX aKTOB B chepe MPOTUBOAEHCTBUS KOPPYILUH, paOOTHI ¢ HOPMATHBHBIMH
IIPABOBBIMH aKTaMHU




4. CTPYKTYPA U COAEPKAHUE AV CLHUIIINHBI (MO YJI5T)

Kon
3aHATHS

HaumeHoBaHue pa3iejioB U TeM /BUJ
3aHATHS/

Cemectp
/ Kypc

Yacos

Komneren-
U

Jlutepatypa

Hnrte
PAKT.

IIpumeuyanue

Pa3ngen 1. ATrecTanus 00beKTOB
uHpOPMATH3ALNH KPUTHYECKH
BaKHBIX 00bEKTOB: 0230BbIe IOHSATHSI,
o0mIasi XapaKTepucTHKa

1.1

Ba30Bble MOHATHS aTTECTALUH 00bEKTOB
napopmatuzanun KBO /Jlex/

OIIK-5
OIIK-14

J1.1J11.2

1.2

OO0itast XapaKTepucTrKa mporiecca
arrectarimu OU KBO /JIex/

OIIK-5
OIIK-14

JI1.1J11.2

Pa3nen 2. HopmaTuBHasi npaBoBast
0a3a o aTrecTanMy 00bEKTOB
uHdopMaTH3aLMH, B TOM YHCJIE -
KPHUTHYECKH BAXKHBIX 00bEKTOB

2.1

HopmatuBHas npaBosast 6a3a 1o
aTTeCTaluu 00bEKTOB
nHpopmaruzamun /JIex/

OIIK-5
OIIK-14

J1.1J11.2

2.2

HopmarusHas mpaBoBas 6asa 1o
aTTecTanuu 00bEKTOB HH(OpMATH3AINH
KPUTHYECKH BaXKHBIX 00bEKTOB /JIeK/

OIIK-5
OIIK-14

JI1.1J11.2

Pa3nen 3. Oprann3zanuoHHast
CTPYKTYpAa aTTecTAlUH 00bEeKTOB
undopmaTusauuu B Poccun

3.1

OpraHu3aioHHasE CTPYKTYpa aTTeCTaluu
OMU: obimas xapakreprctuka /JIex/

OIIK-5
OIIK-14

J1.1J11.2
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OpraHu3aloHHasl CTPYKTypa CHCTEMBI
atrectauuu O B P®: xapakrepucTtuka
OTHENBHEIX ToacucTeM /JIex/

OIIK-5
OIIK-14

J1.1J11.2

Pa3nen 4. dranbl aTTecTallii 00bEKTOB
HHpopMaTH3AIUH KPATHIECKH
BaJKHBIX 00bEKTOB M X peajiu3anus

4.1

Orans arrectanun O KBO: obmas
xapaxrepucTtuka /JIex/

OIIK-5
OIIK-14

JI1.1J11.2

4.2

IMopaua 3asiBKM Ha pacCMOTPEHUE U
MIPOBE/ICHHE aTTeCTAlUK. AHATII3
HCXOIHBIX

JAHHBIX 110 aTTECTyeMOMY OOBEKTY
nHpopmaruzauuu. [Iposenenue
MIPEABAPUTEIBHOTO CIEIHATBHOTO
00cIIeI0BaHHS aTTECTYEeMOTr000BEeKTa
nHpopmarusanun. Pazpaborka
MIPOrpaMMBI ¥ METOJTUKA
aTTeCTAIlMOHHBIX

UCTIBITAHUH. 3aKTI0YEHHE JIOTOBOPOB Ha
arrecranuio. Mcnrsitanue
HECepTUQHIIMPOBAHHBIX CPEJICTB U
CHCTEM 3alUTHI

nH(OPMALIMH, UCIIOIb3Y EMbIX

Ha arTecTyeMoM obbekre /JIex/

OIIK-5
OIIK-14

J1.1J11.2
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IIpoBenenue crenranbHbIX IPOBEPOK HA
HaJIMYHE BOSMOXKHO BHEIPEHHBIX
9JIEKTPOHHBIX YCTPOICTB IepexBara
nnpopmanun.IIposeenue
aTTECTallMOHHBIX

ucnsitannit OU. Odopmienue,
peructpanus 1 Bbliauya «ATrrecrara
cootBeTcTBUS». OCyllecTBICHUE
roCyJapCTBEHHOI'O KOHTPOJIS U Ha/A30pa,
HHCIIEKIMOHHOI'O KOHTPOJIA 32
MIpOBEJICHUEM aTTeCTalUH U
SKCIUTyaTaluen

aTrectoBaHHbIX OI. PaccMoTrpenue
anemanui. /Jlex/

OIIK-5
OIIK-14

J1.1J11.2




4.4 Ilonaua 3asBKM Ha PacCMOTPEHHUE U 9 8 OIIK-5 J1.1J11.2
MPOBEJICHHUE aTTeCTallMU. AHAIN3 OIIK-14
HCXOITHBIX
JAHHBIX 110 aTTECTyeMOMY OOBEKTY
unHpopmaruzauuu. /I1p/

4.5 IIpoBeneHue npeaBapuTEILHOTO 9 8 OIIK-5 JI1.1JI1.2
CHEIUATEHOTO 00CIICIOBAHUS OIIK-14
aTTeCTyeMOro
obwekTa nadopmaruzanuu. Pazpaborka
MIPOrpaMMBI ¥ METOJTKA
aTTeCTAIlMOHHBIX HcnbITanui /T1p/

4.6 3aKitoueHne T0TOBOPOB Ha aTTECTALIUIO. 9 6 OIIK-5 JI1.1JI11.2
HcnpiTanne HecepTUHUIIMPOBAHHBIX OIlK-14
CPEJICTB ¥ CUCTEM 3all[UTHI
HHPOPMAITUH, ACTIONB3YEMbIX Ha
aTTeCTyeMOM
obwekre. /Ip/

4.7 IIpoBeneHMe crieluanbHBIX TPOBEPOK HA 9 6 OIIK-5 JI.1JI1.2
HAJINYUE BO3MOKHO BHEIPEHHBIX OIIK-14
JJIEKTPOHHBIX YCTPOIMCTB TIepexBaTa
unpopmanuu. /Tlp/

4.8 IIpoBeneHue aTTeCTallMOHHBIX 9 4 OIIK-5 JI1.1 J11.2
HCTIBITaHUH 0ObeKTa OIIK-14
nHpopmaruzarun. /TIp/

4.9 Odopmienune, perucTpanus 1 Beada 9 4 OIIK-5 JIT.1 J11.2
«AtTtectara cooTBeTCTBH» /I1p/ OIIK-14

4.10 Ocy1iecTBiIeHHE FOCYIapCTBEHHOTO 9 2 OIIK-5 JI1.1J11.2
KOHTPOJISL ¥ HaJ30pa, MHCIIEKIIMOHHOTO OIIK-14
KOHTPOJIS 32 TIPOBEJICHUEM aTTECTAIlUH U
JKCIUTyaTalKeH aTTECTOBAHHBIX
00BEKTOB HH(POPMATHIALIIH.
Paccmotpenne anemmsmit. /I1p/
Paspen S. JlokymeHTaLMOHHOE
COINPOBOK/IEHHE ATTECTAUH 00bEKTOB
HHpopMaTH3AIUH KPATHIECKH
Ba)KHBIX 00bEKTOB

5.1 Cucrema 1I0KyMEHTAI[HOHHOTO 9 4 OIIK-5 JI1.1JI1.2
cocnpoBokaenus arrecranuu OU KBO: OIlK-14
obmras
xapaxrepucTuka /JIex/

5.2 3aKIoueHue aTTecTalliOHHON 9 4 OIIK-5 JI1.1JI1.2
nipoBepku, [IpoToKos aTTecTalMOHHBIX OIIK-14
HUCIBITAaHUH,

«ATTecTaT COOTBETCTBHS» Ha OOBEKT
WH(POPMATHU3AINH, OTBEYAFOIIUI
TpeOoBaHUAMIIO OE30MacCHOCTH
napopmanun: CTpyKTypa,
conepkanue. /JIex/

53 Crnenuduka nporenypst arrecrarun OU 9 2 OIIK-5 JI1.1JI11.2
KBO /Jlex/ OIlK-14

54 3aKI0YeHne aTTeCTallMOHHON IPOBEPKHU: 9 4 OIIK-5 J1.1J11.2
CTpyKTypa, comepxanue /TIp/ OIlK-14

5.5 IIporokos aTTecTallmOHHOTO 9 4 OIIK-5 JIL.1JI1.2
ucnbitanus /Tlp/ OIIK-14

5.6 Arttecrat coorBercTBus O KBO 9 2 OIIK-5 JI1.1JI1.2
TpeboBanusM Oe3omacHocTH /I1p/ OIIK-14

5.7 Pa3paboTka 6a3bl nanHbIX "CHucTrema 9 34,65 OIIK-5 JI1.1 J11.2
JIOKyMeHTanuu o arrectanuu ON" /Cp/ OIlK-14

5.8 Ox3amen /UBKP/ 9 2,35 OIIK-5 JI.1 J11.2

OIlK-14

5. OHEHOYHBIE CPEJCTBA

5.1. KontponsHble BONPOCHI U 3aaHUA




Tewma: 1. basossie moustusg arrectanuu O KBO

1. Yto takoe oObekT nHpopmatusaimu (ON)? Kakue ero xapakTepuCTUKH OMPEACIIAIOT HEOOXOAMMOCTh aTTeCTAI[UK?

2. KakoBo onpezenenne kputuiecku Baxxaoro oosekra (KBO)? IIpusenure npumepst KBO B Poccun.

3. Kakue nenu u 3agaqn arrectanmu O KBO? Kak oHa cBsi3aHa ¢ obecnieueHreM HHPOPMAIIMOHHOM 6e30MacHOCTH?

4. Kakue wiroueBble TEPMUHBI U TIOHATHUS UCNIONB3YIOTCS B arTecTauni OU (Hanpumep, «aTTecTaT COOTBETCTBHS», «CIeUATbHbIE
MIPOBEPKU»)?

5. Kax cBsizans! arrecranust OU u cepruduraryst cpeacts 3amutsl nHGopmarmu (C3H1)?

Tema: 2. OOmras xapakTepucTrKa Iporecca aTTecTauu

6. Kakwue stamnsl Btovaet npoiiece arrectanun O KBO? Kakue 1oKyMeHTbl 0(OpMIISIOTCS Ha KaK0M JTare?

7. Kaxue ponu y4acTBYIOT B IIPOIIECCE aTTecTalny (3aKa3uuk, arrecTauonHas komuccus, PCTOK Pd)?

8. Kakue mapaMeTpsl CHCTEMBI OLICHUBAIOTCS MIPH aTTECTAlUH (KOH(HICHIINATBHOCTD, IIETIOCTHOCTD, JOCTYITHOCTS)?

9. Kakue nocneacTBusi HACTYNaroT pu HecooTBeTcTBUU OU ycTaHOBIeHHBIM TpeboBanusaM 1b?

10. Kak arrectanus OM KBO BiusieT Ha OMyCK K paboTe ¢ 3alUIICHHBIMU JTaHHBIMHU?

Tema: 3. HopMaTuBHO-TIpaBoBas 06a3a aTTecTauu

11. Kakue HOpMaTHBHBIE JOKyMEHTHI perynupytot arrectanuo O KBO (03-187, ©3-149, ykassl Ilpesunenta PD)?

12. Kakue tpeboBanus k arrectauun OW ycranosnensl B [OCT P 57580-2017 u qpyrux ctanaaptax?

13. Kax yroioBHOe 1 aIMUHHCTPAaTHBHOE 3aKOHOAATENHCTBO P cBs3aHO ¢ HapymeHneM TpeOOBaHHI aTTECTAINH (HAIpHMeED, CT.
272.1, ct. 13.11 KoAIl)?

14. Kak mexxayHapoansie ctanaapTsl (Hanpumep, ISO/IEC 15408, NIST SP 800-171) cooTHOCATCS ¢ POCCUHCKUMU HOpMaMHU
aTTecTauuu?

15. Kakue u3menenus B 3akoHoqaTenbcTe PO 3a mocneanue 5 net 3arponynu nporecc arrecraunn O KBO?

Tema: 4. OpranuzaoHHas CTpyKTypa aTTeCTaluu

16. Kakoa poss @CTOK Poccun B crucTeMe aTTecTalui 00beKToB HH(pOpMaTH3aIim?

17. Kak opraHu30BaHbI aTTeCTAIMOHHBIC KoMuccuu? Kakue Tarmbl ux paboThI?

18. Kax B3anmognetictByrotr MusIdps: PO, ®CB u PockoMHaa30p B mporecce aTTecTaiyuu?

19. Kakue QpyHKUINY BBITONHSIOT aKKpeAUTOBAaHHBIE HCTIbITaTeNnbHbIe TabopaTopuu (LIJIC) B atTectatmu ON?

20. Kak opranuzyercs WHCIIEKIIMOHHBIN KOHTPOIIb 3a SKCIUTyaTaluei arrectoBaHHbix OMN?

Tema: 5. Oransl arrectauuu O KBO

21. Kaxue stansl Bnrouaet npouecc arrectaiuu O KBO (nmoarotoBka, o6cineoBanue, HCIbITaHUS, 0QOpMIICHHE aTTecTara)?
22. Kak nogaercs 3asiBKa Ha arrectanuio? Kakve qoKyMeHTbI 00s3aTenbHbI?

23. Kak npoBoanTCS IIpeiBapUTEeNbHOE CrenuaibHoe obcnenoBanne OM? Kakue mapamMeTps! OlleHHBAIOTC?

24. Kax pa3pabaTbIBaeTcsl IPOrpaMma M METOJMKA aTTeCTA[HOHHBIX ucnbTanui (IIMIN)?

25. Kakue KpuTepruu YUUTBIBAIOTCS MIPH BBIOOpE CIIEIUATMCTOB JJIsl IPOBEACHUS aTTecTalun?

Tema: 6. TIpoBepku 1 UCTIBITAHUS Ha COOTBETCTBUE TpeboBanusM b

26. Kakuie BUABI CHIEIIMATIBHBIX POBEPOK MTPOBOATCS JUTS BBELBICHUS YCTPOUCTB IepexBaTta nH(popmarm?

27. Kak opraHu3yroTcs aTTecTalliOHHbIE UCIIBITaHUS HecepTuduimpoBanusix C3U, npumensemsrx Ha O KBO?

28. Kakue MeTOIbI HCIONB3YIOTCS JJIsl OLICHKH (D (EKTHBHOCTU CPEICTB 3aLIMUTH HH(pOpMauu?

29. Kakue mapamMeTpsl TECTHPYIOTCS TIPH IPOBEPKE CHCTEM KOHTPOJIS TOCTyIa U MIH(POBAHUS JaHHEIX?

30. Kak ananuzupyercs ycroiunBocts OU k aTakam ¢ ucnonb3oBanueM metoauk MITRE ATT&CK?

Tema: 7. JlokyMeHTallMOHHOE CONPOBOXKIEHUE aTTECTAL[UI

31. Kak oopmitsieTcss pOTOKOM aTTECTAI[MOHHBIX HcnbiTaHui? Kakue pa3aensl 00s3aTebHbI?

32. Kaxue naHHble BKIIOUYaeT «ATTecTar cooTBeTcTBUs»? Kakue cpoku ero aeiicteus?

33. Kak npoucXoauT perucTpanus 1 Beiada arrectara? Kakue oprausl ymoTHOMOYEHBI HA 3TO?

34. Kakue omubku Jaie BCero JoMyCcKatoTcs Ipu 0pOpMIICHUH TOKYMEHTOB aTTecTallly (HalpuMep, HEJOCTATOK IaHHbIX,
HecootBetrcTBHEe [OCT)?

35. Kakue MEeTpUKH UCIIONB3YIOTCS IS OLIEHKH KadecTBa aTTectaunu ONU?

Tema: 8. Cneunduxka arrectaunu KBO

36. Kakue ocodbennoctu arrecranuu OU, otHocsmuxces k KBO (wampumep, ACY TII, cuctems! cBsizn)?

37. Kaxk yuntsiBarorcs crienuduka oosexroB KBO mpu pa3paboTke porpaMMsl aTTeCTaIin?

38. Kakue nonomaurensabie Mepsl Ub peanusyrorcs Ha O KBO no cpaBHEeHHIO ¢ OOBIYHBIMU CUCTEMaMU?

39. Kak kareropupoanue KBO pnusier Ha TpeboBanus k arrectauun ON?

40. Kakue yrposs! Hanbonee kpuruaas! st O KBO (manpumep, APT, dmsndecknit 1ocTyr, yTedka yepe3 MoOOYHBIE KaHAbI)?
Tema: 9. KonTponb 1 Haa30p 3a aTrecTanueit

41. Kak opraHn3oBaH rocyZapCTBEHHBIH KOHTPOJb 3a poBeaeHueM arrectaiun O (nanpumep, nposepku @PCTIK)?

42. Kakue BHUJIbl HHCTIEKLIMOHHOI'O KOHTPOJISL IIPOBOJIATCS 3a SKCIUTyaTaluen arrectoBaHHbix OMN?

43. Kak 00pa0aTbIBaroTCs amesuIsAIiK Ha pe3yIbTaThl artectanuu? Kakie sTarbl paccMOTpeHUs?

44. Kakue nocieacTBHA MOTYT OBITh IIPH BBISIBIICHUU HAPYLICHUH B X0/I€ HHCIIEKIIMOHHOTO KOHTPOIIA?

45. Kak cBszanbl arrectanus OU u TpeGoBaHMS K 3aIIMTE TOCYJaPCTBEHHOW TaitHbI?

Tema: 10. CoBpeMEHHBIE BBI30BbI U IIEPCIIEKTUBbI

46. Kakue mpo0ieMbl BOSHUKAIOT IIPH aTTECTAI[MX THOPUIHBIX CHCTEM (JIOKAJIBHBIE + 00IauHbIe)?

47. Kak uCKyCCTBEHHBIH MHTEIUIEKT U MAllMHHOE 00y4eHHE UCTIONIB3YIOTCS AJIs aBToMaTH3auuu arrecranuu O1?

48. Kak kBaHTOBBIE TEXHOJIOTHH BIUAIOT Ha Oyyiee arrectainuu cucreM KBO?

49. Kakue yrpo3sl CBsI3aHbI C 3aBUCUMOCTBIO OT HHOCTpaHHBIX U T-TeXHOJIOrHii B aTTECTYEMBIX CHCTEMax?

50. Kaxue tperas! OyxyT onpenensTs pasButue arrectarmuu OU B Ommkaiimme 5 net (Hanpumep, Zero Trust, 3ammra [1oT)?
Tema: 11. [Ipakruueckre acneKThl U KEHCHI

51. Kaxue 3Tansl BKIIOYaeT MOATOTOBKA K aTTECTAIIMH CHCTEMBI YIIPABIICHNS BOIOCHA0KEHHEM roposa?

52. Kak oprannzoBath cumyisimio ataku (red team/blue team) mist mpoBepku 3amutienHoctn O KBO?

53. Kakue ommOKu valie BCero NpuBOJIAT K OTKa3y B aTTECTalluu?




54. Kaxue Mepsl pearupoBaHust TpeOyOTCs AT UCTIPABICHHS BBISBICHHBIX 3aMEYaHHH 1T0Ce aTTeCTaluu?

55. Kak moAroToBUTh OTYET 110 pe3yJIbTaTaM arTecTaiuu (CTpyKTypa, conaepxanue, nepenaya B @CTIK)?

Tema: 12. CpaBHeHUE ¢ MEKAYHAPOAHBIM OIBITOM

56. Kaxue ornmans B noaxonax k arrecranuu OU B Poccun u 3a py6exxom (Hanpumep, NIST, Common Criteria)?

57. Kakue ctangapThl 1 pperiMBOPKH UCTIONB3YIOTCS 32 PYOEkKOM ISl OLCHKU 3aIUIIEHHOCTH KPUTHYECKUX CHCTEM (HampuMep,
NIST IR, ISO/IEC 27001)?

58. Kakue ypoku u3 3apyOexxHbIX HHIHIeHTOB (Harpumep, Colonial Pipeline, SolarWinds) mpumenums! k artectaiuun OU B PO?
59. Kax mexayHapoasoe corpyaandectso (INTERPOL, ENISA) pnuser Ha 0OMeH MpaKTUKaMH aTTECTaIlUU?

60. Kakue orpaHuueHus y pOCCHHCKUX MOAXOJI0B K aTTECTALMHU 110 CPABHEHHMIO C 3apyOeKHBIMU?

5.2. Tembl NHCBMEHHBIX PadoOT

HE TPETyCMOTPEHEI

5.3. OueHouHbIE CpeaCTBA

Pa6ouas nporpamma "OCHOBBI aTTECTAIMH 00bEKTOB HH(pOpMaTH3auu" obecreueHa OleHOYHBIMH CPEACTBAMH /IS IPOBEACHUS
TEKYIETO KOHTPOJIS M IPOMEKYTOYHOH aTTECTAINH, BKIIOYAIOIINMH KOHTPOIBHBIE BOIIPOCHL IS IPOBEACHUS IIPOMEKYTOTHOH
aTTeCTAIlN{, KPUTEPUH OIICHUBAHHS yUeOHOH NesITeTbHOCTH 00yYarOIUXCs 10 0aUIbHO-PEHTHHTOBOI cHCTeMe, TPUMEPHI 3aJaHui
JUTSL IPAKTHYECKHUX U TA0OPATOPHBIX 3aHSTHIL, OMIICTHI AT IPOBEACHHUS IPOMEKYTOYHOM aTTECTALINH.

Bce oneHouHbIE cpencTBa npecTaBieHsl B [Ipuioxkenun 1.

5.4. IlepeuyeHb BUIOB OIIEHOYHBIX CPEICTB

OueHOYHBIE Cpe/ICTBA Pa3paboTaHBbl Ul BCEX BUJIOB yUEOHOH NESITEIBHOCTH CTYICHTA - JICKIHH, IPAKTHYECKUX 3aHATHH,
CaMOCTOSITEEHOM PabOTH! M MPOMEXKYTOUHOI aTTecTarui. OIEHOYHBIE CPEJCTBA MPE/ICTABICHBI B BUJIE:

- CPeACTBA TEKYyIIEro KOHTPOJIS: IPOBEPOUHBIX padoT MO PELISHHIO 3a/1a4, JUCKYCCHHU 110 TEME,;

- CPEIICTB HTOTOBOT'O KOHTPOJIS - IIPOMEKYTOYHO aTTeCTalln: SK3aMeHa B 9 cemecTpe.

6. YAEBHO-METOAUYECKOE 1 TH®OPMAIIMOHHOE OBECIIEYEHUE JUCIUIIJINHBI (MOIYJIA)

6.1. Pexomenayemasi iuTepatypa

6.1.1. OcHoBHas JIMTepaTypa

ABTOpBI, COCTaBUTEIH 3arnaBue W3narenbCcTBO, rof
JI1.1 |IBo3nmeBaT.B., IIpoexruposanue HHPOPMAIUOHHBIX cucTeM. CTaHmapTU3ALNS, Canxr-IlerepOypr: Jlans, 2021
Bamon b. A. TEXHUYECKOe IOKyMEHTHPOBaHHE HHPOPMAIIMOHHBIX CUCTEM
JI1.2 | TymOunckas M. B., KommiekcHoe obecrieuenne nHpopMannonHoi 6e3onacHoctr Ha | Cankr-IletepOypr: Jlans, 2025
Ilerposckuii M. B. TPEANIPUATHN: YIeOHUK IS BY30B

6.3.1 Ilepevyens nporpaMMHOro odecrneveHust

6.3.1.1 | Office Professional
Plus 2019

6.3.1.2 | Windows 10

6.3.1.3 | MTC-JIuax KommnekcHast miaTdopma a1t KOMMYHUKAIHHA, 00ydeHHs: 1 COBMECTHON paboThl, pa3paboTaHHas
C UCTIONB30BAHUEM COBPEMEHHBIX TEXHOIOIHH. JJOCTYITHBI 1€CKTOITHbIE 1 MOOWIIBLHBIE
TPYITOKEHHS IS yIOOHOH paboTHI C CHCTEMOH.

6.3.2 TlepeyeHb HHPOPMALMOHHBIX CIIPABOYHBIX CHCTEM

6.3.2.1 | ba3a maHHBIX HayYHBIX HJIEKTPOHHEIX XypHasoB "eLibrary”

6.3.2.2 | DnexTpoHHO-OHOMHOTeUHast cucteMa "JlaHp"
Joctyn k kosnekuusM a1eKkTponHbix uzaanuil 9bC "U3narensctBo "Jlanp"

6.3.2.3 | DnexrponHO-OnONMMOTeUHas cucteMa «Kumxkabiit JJom Yausepcuteray ("bubmmoTex")

7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUIIJIMHBI (MO YJISA)

Ayauropus Hasnauenue OcHaienue | Bun




CrnenuanusupoBaHHas
MHOTO()yHKIIMOHAJIbHAS
yuaeOHas aymuropus Ne 1 s
MPOBEICHNS YISOHBIX 3aHATHH
JIEKIIIOHHOTO U CEMHHApPCKOTr0
TUIIOB, TPYMIOBBIX U
WHIMBATYAJTHHBIX
KOHCYJIbTalUH, TEKYILIETO
KOHTPOJISI ¥ TIPOMESKY TOYHO#H/
UTOTOBOI aTTECTAIlNN

Croubl 00yJaromuxcs;
Crynbs 00y4aromumxcs;
[TuceMeHHBIH cTON
He[arornIeckoro paboTHUKA;
Cryn negaroruyeckoro
paboTHHKA;

Kadenpa;
MarauTHO-MapKepHast 0CKa;
MynbTUMEAUIHBIN TPOEKTOP;
DKpaH;

HoyTt0yk ¢ BO3MOXXHOCTBIO
MOJKITIOUYEHUS K CETH
«HTepHeT» 1 0becieueHnEM
JIOCTYIIA K 3JIEKTPOHHOM
UH()OPMAIOHHO-
o0pa3oBaTeIbHON cpelie

ITomemenue Ne 5 s
CaMOCTOSITEEHOI PaboTHI
00yJarOIINXCst

IInceMeHHBIN cTON
oOydaromnierocs;

Cryn ofyyaromerocs;
[InceMeHHBIN cTON
o0y4aromnierocs ¢
OrpaHUYECHHBIMH
BO3MOXKHOCTSIMH 37I0POBbSI;
Cryn obyyaronierocs ¢
OrpaHUYCHHBIMHI
BO3MOXKHOCTSIMH 37I0POBBS;
HoyT0Oyk ¢ BO3MOXKHOCTBIO
TIOAKITIOYEHUS K CeTH
«HaTepHeT» 1 0becreueHnEM
JlocTyna K 3JIEKTPOHHOM
HHPOPMAITHOHHO-
o0pa3oBaTenbHOI cpefe
JIUIIEH3UATA;

MoH00110K (B TOM 4ucCIe,
KJIaBUaTypa, MBIIIb,
HAYIIHUKA) C BO3MOXKHOCTBIO
MOAKTIOYCHUSI K CeTH
«HTepHeT» 1 0becieueHnEM
JIOCTYIIA K 3JIEKTPOHHOM
UH(pOPMAIOHHO-
00pa3oBaTeIbHON cpelie




6-25

CrnenuanusupoBaHHas
MHOro()yHKIHOHATIbHAS
naboparopus Ne 6-25 mst
NPOBE/ICHHS TPAKTUYECKHUX
1a00paTOPHBIX 3aHATHUH,
TEKYIETO KOHTPOJIS U
MIPOMEKYTOTHOM/ UTOTOBOM
aTTEeCTAIMH, B TOM YUCIIe JUIs
OpraHu3alyy MPaKTHIECKON
TIOATOTOBKH O0YYaIOIIIXCSI

KomnbroTepHbI€ CTOIBL;
Crynbs;

[TuceMeHHBIH cTON
He[arornIeckoro paboTHUKA;
Cryn negaroruyeckoro
paboTHHKA;
MarsuTHo-MapKepHast JO0CKa;
MynbTuMe IUIHBII IPOEKTOP;
DKpaH;

I1K ¢ BO3MO>XXHOCTBIO
HOAKTIOYEHUS K CeTH
«uTepHeT» U obecrieueHuEM
JIOCTYTIA K DIICKTPOHHOM
MH(OPMAITIOHHO-
obpa3oBaTenbHON cpefe
JIMLICH3MATA;
TenexoMMyHHUKalHOHHBIC
mKagbr;

CpencTBa 0TOOpaskeHHS
WHPOPMAITHH.

Crenppl ceTell nepenadu
uH(pOpMaIK ¢ KOMMyTaIueit
MAKeTOB U KOMMyTaluen
KaHAJIOB B COCTaBe:

Yuebusrit crenn "OcHoBEI [P-
ceTeil" (MapIIpyTU3aTOPHI,
koMmyTaTopsl L2/1.3);
YueOuslii cTeH
"Bupryansnsie cetu (VLAN,
VPN)";

VueOHEbIi CTEH
"BecnipoBonusie cetn (Wi-Fi,
IoT)";

VYueOnsiii crena "Tenedonuns
(ISDN, VoIP)";

Yuebuslit cTena "OnTuueckue
cetu (PON, DWDM)";
Crenn "L{udpoBbie cUCTEMBI
nepenaun (E1, SDH)".
CTeHapl 11 U3y4YCHUS
MPOBOJIHEIX U OCCIPOBOIHBIX
KOMIIBIOTEPHBIX CETEU B
COCTaBe:

A0OHCHTCKHUE YCTPOICTRA;
KOMMYTaTOPBI;
MapIIpyTH3aTOPHI;
TOYKUIOCTYIIA, ME)KCCTEBBIC
9KPaHBI;

cpencTBa OOHAPYKEHHS
KOMITBIOTEPHBIX aTaK;
CHCTEMBI yTITyOJIeHHOI
MIPOBEPKH CETEBHIX ITAKETOB;
CHCTEMBI 3aIIIUTHI OT YTEUKH
JTAHHBIX;

aHaJM3aTOPBI KaOCIBHBIX
CeTel.
Y4ebHO-1a00paTOpHEIE
KOMITJICKCHI B COCTaBe:
YueOHbIH 1a00paTOPHEIH
KOMILIEKC KOHTPOJISI CETEBOM
0e30MacHOCTH (CUCTEMBI
OOHapyXEHUsI BTOP)KCHUH H
aHaJM3a 3aIHIIeHHOCTH,
CETEeBBIC CKAHEPHI).

Y4eOHbIi J1a00paTOPHBIN
KOMITIIEKC TIPOBE/ICHHS aHATN3a
3AIUIEHHOCTH 3HAYUMOTO
obobexra KU Ha cooTBeTcTBHE




TpeOOBaHUAM 10 00ECTIEUSHUIO
6e30MmacHOCTH.

YueOHbIH 1a00paTOPHBIH
KOMITIIEKC ISt 00eCTIeUeHUS
UCCIIe/IOBaHUHI CHIELHAIbHOIO
HPOrpaMMHOTO 00ECTICUCHUS 1
annapataoro C3U B cocrase:
CpPe/CTBA 3ALIUTHI
nHdpopmaruu ot HCJI;
IporpaMMHO-aNIapaTHEIN
KOMIIJIEKC TOBEPEHHOM
HarpysKu;

AQHTHBUPYCHBIE ITPOrPAMMHBIC
KOMIIJIEKCHI,

MEKCETEBbIE IKPAHBI;
CpeJICTBa CO3JaHus MOJEIH
pasrpaHWYeHNs JOCTYIIa;
IporpaMMa KOHTPOJIS
[IOJIHOMOUHUH 10CTyHa K
MH(OPMALMOHHBIM pecypcaMm;
nporpamMMa (ukcanyu u
KOHTPOJISI HCXOJHOTO
COCTOSIHUSI IPOTPaMMHOTO
KOMITJIEKCa;

porpamMMa IOUCKa 1
rapaHTUPOBAHHOIO
YHUUTOXEHHS! HHpOpManuy Ha
JIFICKAXx;

ammapaTHbIE CPeICTBA
ayTeHTH()UKAIIMN
TIOJTB30BATEIIS;

CHCTeMBI O0HAPYKEHHS
BTOpPKEHUU U aHalInu3a
3aIMIIEHHOCTH;

CpeZCTBA aHANN3a
3aIUIEHHOCTU
KOMITBIOTEPHBIX CETEH;
CKaHepHI OE30MTaCHOCTH;
YCTpOWCTBA YTCHUS CMAPT-KapT
U PaZInOMETOK;
HpOrpaMMHO-aNNapaTHbIE
KOMITJICKCHI 3aIIUTHI
uH(popMaIy;

cpelcTBa KpunTorpaduieckon
32U TH HHPOPMAITHIH.
Y4eOHbIH 1ab0paTOpHBII
KOMILJIEKC 11 00EeCIIEYEHH S
UCCIIeIOBAaHUI THUITOBBIX
CepTUPHUIMPOBAHHBIX
MpOrpaMMHBIX U IPOrPaMMHO-
TEXHUYECKHX CPEJICTB 3aIllUThI
nadopmarm ot HCJI.
Y4eOHbIH 1ab0paTOpHBII
KOMILJIEKC JJIs1 00ECIIEYEHHS
HCCIIEI0BaHUN
cepTH(UIMPOBAHHBIX CPEICTB
B KOTOPBIX peaTn30BaHbI
CpeJICTBa 3alUThI
nadopmarm ot HCJI.

VIJIK nns nposefeHus
aTTECTAIMOHHBIX UCIIBITAHUI
ABTOMATH3UPOBAHHBIX CHCTEM
ot HC/I no TpeGoBarmsM
6e3omacHOCTH HHGOPMALIUHL.
ArnmnapaTHO-IIPOrpaMMHBIE
KOMITJIEKCHI B COCTaBe:
anmapaTHO-IIPOr PAMMHBEIE
CpelCTBa yIpaBiIeHHs




JOCTYIIOM K JJaHHBIM;
cpelcTBa KpunTorpaduieckon
3aIIUTH HHPOPMALIIH;
cpeacTBa AyOMMpOBaHUS U
BOCCTAHOBJICHHUA JaHHBIX,
CpelcTBa MOHUTOPUHIA
COCTOAHUA
ABTOMATHU3UPOBAHHBIX CUCTEM;
CpelCTBa KOHTPOJIS 1
YIpaBIEHUS JOCTYIIOM B
IIOMCIICHUA.




448

CrnenuanusupoBaHHas
MHOTO()yHKIIMOHAJIbHAS
yueOHas maboparopust Ne 4-48
JUISL IPOBEICHHS
1a00paTOPHBIX U
HPaKTHYECKUX 3aHATHI

JlabopaTopHbIe CTOINEI;
Crynbs;
MarsuTHO-MapKepHast JOCKa;
Crennanm3upoBaHHOE
00opy10BaHUE IO 3aIIUTE
UH(OPMAINH OT yTEYKH MO
TEXHUYIECKIM KaHaJlaM,
TEXHUYECKUMH CPEICTBAMHU
KOHTPOJIs 3 (HEKTUBHOCTH
3aIUTHl HHPOPMAITUH OT
YTEUKH M0 TEXHHYECKUM
KaHajlaM B COCTaBe:
I'enepaTopb! BHICOKOYACTOTHBIX
CUTHAJIOB;

WzmepuTenbHble MPUEMHUKH;
W3meputenbHble aHTEHBI.
YueOHbIH 1a00paTOPHBIH
KOMILIEKC JUIsi 00ECTICUeHHUS
uccnenosanuii [IDMU CBT;
Y4eOHbIi JTabopaTOpHBIT
KOMITJIIEKC ISl 00eCTIedeHIUS
WCCIIEI0BAaHUN TUTIOBBIX
CPEICTB AIIEKTPUUECKUX U
AJIEKTPOMATrHUTHBIX U3MEPEHUI
Y BCTIOMOTATEIHHOTO
000py1oBaHUs

CreHzp! ¢ 00pa3naMu
(HIBTPYIOMNX 1
MOTJIOIIAIOIINX CBOMCTB
MaTepHaJIOB sl 3aLUTHI
nH(pOpMAIIH OT
AJIEKTPUUECKUX BO3IEHCTBUI
CreHibl pa3bACHSIIOMUE
CHOCOOBI 3aIIUTHI HH(pOpMAIHU
OT CTIEHATBHBIX
AJIEKTPOMATrHUTHBIX U
3JIEKTPUYECKUX BO3IEHCTBUI
YueOHbIH 1a0b0paTOPHEIH
KOMILIEKC ISl IPOBEACHUS
aTTECTAllMOHHBIX UCIIBITAHUN
00BEKTOB HH(POPMATH3AINHN HA
COOTBETCTBHE TPEOOBAHUAM IO
3aIuTe HHGOPMAIUHU OT
YTEUKH M0 TEXHUYECKUM
KaHaJaM 3a CYeT MOOOYHBIX
ANIEKTPOMATHUTHBIX M3Ty4eHUN
1 HaBOJIOK

Y4eOHbIi JTabopaTOpHBIT
KOMITJIIEKC ISl 00eCTIedeHUS
HCCIeI0BaHUN
AKYCTODJICKTPHUYECKUX KaHAJIOB
yTeUKH HHPOPMAITUH
Y4eOHbIH 1ab0paTOpHBII
KOMILJIEKC JJIs1 00ECIIEYEHHS
HCCIIEI0BaHUI cUCTEM
MIPOCTPAHCTBEHHOTO U
JIMHEHHOro
3JIEKTPOMArHUTHOTO
3aTyMIICHUS

Yuebusrit JlabopaTopHBIit
KOMILJIEKC JJIs1 00ECIIEYEHHS
HCCIIEI0BAaHUI XapaKTepUCTHK
MTOMEXOTTOTABJISTFOTITIX
¢usTpOB

Y4eOHbIi J1a00paTOPHBIN
KOMILTEKC JTsi 00CCTICUCHHUS
UCCIIEI0BAHUN XapaKTepUCTUK
cpencts 3amuTel OTCC u




BTCC or yreuxu nuadpopmariu
10 TEXHUYECKUM KaHallaM
Y4eOHbIH 1ab0paTOpHBIi
KOMITIIEKC ISt 00eCTIeUeHUS
MCCIIeIOBaHUI THUITOBBIX
CEpPTU(UIMPOBAHHBIX
TEeXHHYECKHX W IIPOTPaMMHO-
TEeXHHUYECKHX CPEICTB 3aIlUTHI
UH(OPMALMHK OT YTEUKH 110
TEXHHYECKIM KaHaJlaM
YueOHbIH 1ab0paTOpHBII
KOMIUIEKC JUISl IEMOHCTPALIN
CII0COOOB 3aIIUTHI
MH(OPMAITIH OT YTEYKH MO
TEeXHUYECKUM KaHaJlaM
Y4eOHbIi JTabopaTOpHBI
KOMITIEKC ISl 00ecTieeHUS
HCCIIEIOBAHUN aKyCTUUECKUX U
BUOPALIMOHHBIX KaHAJIOB
YTEUKH HHpOpMALNH
Y4eOHbIH 1a00paTOpHBII
KOMIIIIEKC ISt 00eCIeUeHUs
UCCIICIOBAaHUN THUITOBBIX
CpeACTB BUOPOAKyCTHUESCKIX
H3MEpeHH u
BCIIOMOTaTeNIbHOTO

000py TOBaHHs

Y4eOHbIH 1ab0paTOpHBIi
KOMIIIIEKC ISl 00eCIeUeHUs
HCCIIe/IOBaHUN XapaKTepUCTHK
CHCTeM BHOpanmOHHON
3aIUTHI

Y4eOHblii 1a00paTOpHBIN
KOMIUIEKC JIJIsl HIPOBEACHHUS
AKyCTHYECKUX H
BUOpAIMOHHBIX H3MEPEHUIA.




Ayn. 8

AyauTopust 1Sl Hay4HO-
HCCIIEN0BATENILCKON paboThI
00y4arommxcs, KypCOBOTO
JUIIOMHOTO [IPOCKTUPOBAHHS
Ne 8

Paboune mecrta Ha 6aze
BBIYUCIUTEIbHON TEXHUKU C
Ha0OPOM HEOOXOAUMBIX IS
MpOBEICHUS B O(OPMIICHHS
pe3yJIbTaTOB UCCIIEJOBAHUI
JIOTIOJIHUTEJIBHBIX alllapaTHbIX
W/YIJTH IPOTPaMMHEIX CPEJICTB;
[TuceMeHHBIN cTON
00y4aromierocs;

Cryn o0yyaromierocs;
[TuceMeHHBIH cTON
o0y4aromierocs ¢
OrpaHUYEHHBIMU
BO3MOYKHOCTSIMH 37I0POBBS;
Cryn obyuaromierocs ¢
OrpaHUYEHHBIMU
BO3MO)KHOCTSIMH 37I0POBBS;
HoyT0yk ¢ BO3MOXXHOCTBIO
MOJKITIOYEHUS K CETH
«HTepHeT» 1 0becieueHnEM
JIOCTYIIA K 3JIEKTPOHHOM
UH(pOPMAITHOHHO-
00pa3oBaTeIbHON cpelie
JIALICH3NATA;

MOoHOOIOK (B TOM YHCITE,
KJIaBUaTypa, MbIIb,
HaYUIHHUKH) C BO3MOXKHOCTBIO
TOAKITIOYEHUS K CeTH
«MuTepHeT» U obecreueHneM
JIOCTYTIA K DJIEKTPOHHOM
UH(OPMAITOHHO-
00pa3oBaTenbHOI cpee;
MHorodyHKIMOHAIEHOE
YCTpPOKCTBO (IIPUHTEP, CKaHED,
KCEPOKC).

8. METOIUYECKHE YKAZAHUA JJISA OBYJAIOIIUXCSA ITIO OCBOEHUIO JTUCHUIIJIMHBI (MOAYJIST)

MeTonnueckne yka3aHus 110 U3YUEHUIO TUCHUIUINHEL "OCHOBBI aTTECTAIN 00BEKTOB HH(popMaTH3anuu'" IpeacTaBiIeHbl B
y Yy p p

[Ipunoxennu 2 1 BKIIOYAIOT B ceOs:
1. Metoanyeckue yKkasaHust A71si 00y4arOLIMXCsl [0 OPraHU3aLMH Y4eOHOH eI TeNbHOCTH.
2. Meroauyeckue yKa3aHus 110 OpraHU3aluK CaMOCTOSTEIEHONH paOoThl 00yJaromuxcsl.

3. Metomudaeckiie yka3aHus 10 OpTaHU3AIMHN TIPOIEAYPHI OIICHUBAHUS 3HAHUS, YMCHHUI, HABBIKOB U (WJIM) OITBITA AEATEIIBHOCTH,

XapaKTepHU3yIOLUIUX ITanbl (OPMUPOBAHHS KOMIICTEHIIHI.




